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Abstract: In this paper we report on the safety analysia dfstributed and decentralized control of a
railroad crossing: the radio-based level crossingarticular we show how mathematical models and
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estimated in advance. This is what safety op-
1. INTRODUCTION timization does.

In this paper we report on the experiences we
Many m"de.”‘ bOOkS about safety [5][8][9] do not made when we applied safety optimization to the
cover quantitative methods or only cover them o, study “radio-based level crossing’. This

the fringes. This is, because quantitative mEthOdﬁlork has been developed within the FOrMoSA
usually rely heavily on statistics. So_they al’eproject which is part of the German research
ofteq seen as a problfm of n}atheme}t|cs:f HOWgfoundations priority program “Integrating soft-
ver, It can improve safety analysis a ot, IT 9oodyyare specification techniques for engineering
interfaces between mathematics and statistics arfpplications" In Sect. 2 we give a brief introduc
provided. tion of FTA including quantitative FTA. The

Safety optimization is an e'nhancement to thetheoretical foundations of safety optimization are
We!l—known fal.m tree an_aIyS|s (FTA). [2.][10] é)art of Sect. 3. The case study is presented in
which makes it easy to integrate statistics and' " .t 4 |n Sect. 5 the results of safety opti-
optimization techniques into sz_af_ety anaIyS|§. Themization for the example system are described.
new a_sp_ect - compared to tra_dltlonal FTA - 'S,t_hatSection 6 concludes the paper.

a statistical model of the environment in addition
to the components' failure probabilities — which
are used for traditional FTA - is built. This allsw 2. FAULT TREE ANALYSIS

finding optimal configurations of free parameters

as the solution of a minimization problem. This In this section we start with a brief introduction
problem can be solved automatically usinginto fault tree analysis (FTA). FTA is a top down
numerics or in some cases even graphically. technique to determine the possible basic compo-

In general technical applications have freenent failures (primary failures) of a bad or ca-
parameters, which influence safety requirementstastrophic situation which must be avoided. This
the tolerance of a speed indicator, the acceptesituation is called hazard. The hazard or top event
time delay between requests and answers of & always the root of the fault tree and primary
server or the average maintenance interval are afailures are its leaves. All inner nodes of thetre
free parameters of different systems. Such paraare called intermediate events. Starting with the
meters are normally chosen on a basis of previouwp event the tree is generated by determining the
experience and fine tuned once the system starimmediate causes that lead to the top event. They
working. However, bad choices only becomeare connected to their consequence through a
obvious when some hazards occur. So it wouldjate. The gate indicates if all (AND-gate) or any
be very helpful, if these parameters could be (OR-gate) of the causes are necessary to make the

consequence happen. The INHIBT-gate states,



that the cause is only critical if some environmen-sets and the hazard. This question can be answe-
tal condition holds. Unlike all other nodes of thered with quantitative FTA.

fault tree, this condition must not be a failure or

undesired event. The leaves of a fault tree are ) o

primary failures which are not investigated 23 Calculating probabilities

further. Figure 1 shows the symbols for fault tree ) -
9 i For calculating probabilities we use a standard

tes.
gates formula for calculating hazard probabilities from
fault trees [10]. It calculates the probability af
event cut set as the product of the probabilities oftall
0 elements. The hazard's probability is calculated
AND-gate ; as the sum of all its minimal cut sets probabili-
7 \, ties. So the probability of a hazard H is calcudate
OR-gate L~ as:
INHIBIT-gate O - P,:= > P(MCS) (1)
basic event /\ ) MCSOMCSS;,
Fig. 1. Fault Tree Symbols Wherep(MCS) = P(PF)

PFUMCS

In the remainder of this section we will desc-
ribe the most important terms of FTA in such This formula is widely used in engineering
detail, that the concept of safety optimization canand broadly accepted, but uses some assumptions
be explained later. about statistical independence. All primary
failures are assumed to be pair wise independent.
This holds for many applications. If statistical
correlation has to be examined, FTA is not a
good choice and another approach like common
tause analysis or---on the formal side---stochastic
tmodel checking [1] has to be used and the proba-
bility of the minimal cut sets and hazards have to
be calculated separately. This formula also
neglects second and higher-order terms in the
sum. This is in practice no problem as failure

robabilities are usually very small.

In this paper we stick with the assumption of
statistical independence and use the standard
formula as starting point for our extension of

2.2 Minimal cut sets FTA.

2.1 Primary Failuresand Hazards

For quantitative analysis roots and leaves - i.e
hazards and primary failures - are important. Le
F := {PR,..., PR} be the set of all primary failu-
res PFand H := {H_ . H.} the set of all hazards
Hi under consideration.

For each hazard;th separate fault tree must
be constructed, that describes which combinatio
of basic causes (= primary failures) may be th
reason for the hazard.

Interesting results of fault tree analysis are the .
minimal cut sets. A cut set G$or a hazard H is 24 Generalizations
a set of primary failures, which together form a
threat. This means if all primary failures of the
cut set take place, then the hazard may occur.
Minimal cut sets MCS for a hazard H are

So far this is the standard method of applying
quantitative FTA. But for our purposes this is not
enough. As (i) for this point of view the worst
case is always assumed. This means, all other
cut sets, such that no real subset of M&3 cut environmental inputs are as “bad" as possible.

EEL MngSTIE_the set Ofl;i” mlnlmal_cultl sets for a Another deficiency is (ii) the use of fixed proba-
frirzﬁrthe' faulli St?é:ﬁ%] eTiLgom?r]ti'rzzlyguetnesgtsegiIities for failures. In reality these probabiis
. o . are usually not constant, but rather depend on
describe quallt_atlvely Fhe dependency betweergome parameters. To overcome these problems,
hazagggna%%g'm?erlyef;:w;z‘r real world applica- we generalize quantitative FTA by introducing
two new types of probabilities: constraint proba-

tions is the quantitative one i.e. the dependency.. ... : : P
between the probability of occurrence of the Cut¥)l|ltles and parameterized failure probabilities.



Parameterized probabilities
Constraint probabilities The second important generalization we made is
Most of the cut sets cause the hazard only if on¢hat we not only use constant failure probabilities
or more constraints are fulfiled. Sometimes afor primary failures, but allow parameterized
constraint must hold for all cut sets and sometiprobabilities. This means, if the probability of a
mes only for some of them. For example theprimary failure PF (e.g. a relay fails to close)
failure of a critical cooling unit is only dangeou depends on some parameter X (e.g. the spring
if the system which has to be cooled is working.tension of the relay), we use a functional map-
While it is turned off, the failure of such a coo- ping between X and P(PF)
ling unit will not have any effect onto the super P (PF ): Domain (X ) - [0’1] ©)
system. The qualitative dependence between such ;. \rite P(PF)(X). In principle, there is no

constraints, cut sets and hazards is often integrgsyriction on the domain of X, as they only affect
ted in t'he fault tree with so called INHIBIT'Q"’.“.ES which methods are applicable for the solution of
(see Fig. 1). Anh‘II\:]HrI]BIT—gaEe s],(tahzis c? Conﬁ't;]on the resulting optimization problem. But finite and
or constraint which has to be fulfilled such that ycorete gomains are in general less interesting

Thi diti d v b ail €hd rare. In practice P(PF) is usually a (continu-
Is condition need not necessarily be a fai Ur€yyus) probabilistic distribution. If the probabidit

but can also be some environmental influencedepend on more than one parameter, then take X
Although some types of FTA respect such de—:: [X... %] as the vector of all involved parame-
pendencies in a qualitative manner, they are i'?ers

general n_eglected for quantitative FTA. All instances of failure probabilities are sub-
We _|ntr0duce' constraint probabilities for giin e with the according function. The algo-

_qu_antltatlve an_aIyS|s which reflect hOW prObabIerithm for calculating the probability of a cut $et

it is that the inputs from the environment are changed. So the probability of a cut set is

“b_ad" em_)ug_h to make the hazard h?‘Ppe“- So Yfen also function of one or more variables. The
refine definition of a cut sets probability to get same is true for the hazards' probabilities and

better ggp.r_oxingation: _ @ formula (1) rewrites to:
P(MCS) := P( OnStramBMCS)pplu_J P(PF) P.(X):= > P(MCS)(X) (4)

CS
MCSOMCSSy

If one chooses P(Constraints)=1, it means the Where P(MCS)(X ):= PFHACE(PF )(x)
environment always behaves as bad as possible
and one gets the same formula as before. Howe-

: - . o Note, that the probabilities of cut sets and
ver, if one can estimate P(Constraints) a POy azards are no longer fixed numbers, but rather

Sunctions of the free parameters of the system.

estimation can be approximated by calculating,, : : Py
S o ; e call these functions parameterized probabili-
the probabilities of all conditions in INHIBIT- ties P P

gates along the paths through the tree from the

hazard to the elements of the cut sets. An upper

bound for the constraint probability is then the 3. SAFETY OPTIMIZATION

product of all conditions' probabilities if statist

cal independence holds; if not then the maximumin this section we describe the combination of

is an upper bound for it. quantitative fault tree analysis and optimization
In practice these numbers are really hard tdechniques, which leads to safety optimization.

calculate exactly. So most of the time they areThe basic idea is as simple as effective. In practi

only approximated. But even if they can not bece for most systems safety is a trade-off between

approximated very well, they still may be a greatdifferent undesired events and costs. For example

help for safety analysis. This is, because vamatio in aviations the main goal of a pre-flight safety

of the constraints allows examining the behaviourcheck on an airplane before start is to make sure

of the system in different working environments. the aircraft is working correctly and will not

This can give good advice, when trying to esti-crash. However, another important goal of the

mate how the system will scale in future. Thesafety check is that an aircraft, which allows safe

benefit of this last methodology becomes obvioudlight, must not fail the check. Assume that one

in the case study of Sect. 4. part of the check is aberration of the air speed

indicator. Then it is obvious that the smaller the



allowed tolerance is, the safer the airplane operanecessarily constants, but rather functions of free
tion will be. On the other hand too small accep-parameters x...,%. Therefore, we write {X) as
table tolerances will result in many safe aircraftdescribed in Sect. 2. The cost function is then a
failing the pre-flight check and thus in delay or real value function of the free parameters. xx..
cancelled flights. So what is the solution? It's of This allows us to use optimization techniques.
course some middle value between zero tolerance

and arbitrary tolerance. Note, that we are not ) o

arguing for safety leaks which originated in 3-2 Mathematical optimization

design flaws, to be left open because of the costs R ) .
- W b . ; ane the cost function is defined the problem is

not any more a safety analysis problem but a
mathematical one. The goal is to choose the free

mization works. It uses mathematical optimizati—pa."ri.im.emrs1>{“"’X1 such that‘ the cost function is
on to find the best value for this tolerance paraMinimized. So the problem is:

meter. To do this we only need one more infor-
mation: the cost function.

which can not ultimately be avoided.
This is exactly the point where safety opti-

Find x,...,% such that: costs(x..,%) is mi-
nimal

3.1 Cost function To guarantee the existence of the minimum
we restrict the domains to be compact intervals.
To do mathematical analysis, a cost function isThis problem can then be solved with different
needed. A cost function describes the total costmethods. In simple cases analytical solutions may
that all hazards together cause in average to thiee found. If the problem is more complex and the
operator. This is done by risk assessment. Theost function still smooth enough (e.g. twice-
cost of each hazard will be defined. It is commoncontinuously differentiable) then there exist a lot
practice - even as it may seem un-ethical - to dof algorithms from the domain of nonlinear
this in cash (e.g. US railways organizationsprogramming to solve the problem. The simplest
calculate each dead person a standard amount ofie is the gradient method which finds local
dollars ). minima by calculating gradients iteratively by

More important for the operators of the sys-always following the steepest descent. But there
tem are the mean costs. These are the costexists a wide variety of more elaborate and
which have to be expected. These costs deperefficient algorithms. A good introduction to
on the probability of occurrence and absolute cosbptimization of nonlinear problems may be found
of the hazard. in [11] and [12].

In general the cost function is a mapping If there are only two free variables (as in the
from the free parameters of the system into thdollowing example) and the functions are smooth,
domain of real numbers. In many cases the codhen the solutions may be found by using a 3D
function consists of two terms: one term for plot of the cost function and zooming into it.
hazard costs (this term reflects the mean costBven if a specific optimization problem is neither
associated with the effects of the hazards) and analytically nor numerically solvable, can this
second term which directly depends on the paramethod yield some good results by testing pos-
meters themselves (this term reflects the cost theible combinations. It is possible to test large
parameter causes — like more reliable sensors areimber of combinations in very short time. So
more expensive). this technique gives a good impression about the

quantitative dependencies between mean costs
oSt X )= COSIS yqr0( X )+ COStSams(X) ~ (5)  and free parameters.
COStS\azavds(x):: z PH (X)COStS_'

hazardsH

4. EXAMPLE: RADIO-BASED LEVEL

The costs associated with the hazards (cost- CROSSING
ShazaraéX)) May be approximated by the weighted the - German railway organization, Deutsche
sum of hazard probabilities,fX) and mean costs pgann prepares a novel technique to control level
associated with the hazard casts crossings: the decentralized, radio-based level

In our approach, the probabilities of the ha-qqing control. This technique aims at medium
zards are not, as for standard quantitative FTA,



speed routes, i.e. routes with maximum speed of
160 km/h. An overview is given in [13].

radio communication

centeal office
oute. i 3
profile g, D m D D e

Fig. 2. Radio-based level crossing

The main difference between this technologythe train has to brake and stop before the cros-
and the traditional control of level crossings issing.
that signals and sensors on the route are replaced The level crossing periodically performs self-
by radio communication and software computati-diagnosis and automatically informs the central
ons in the train and level crossing. This offersoffice about defects and problems. The central
cheaper and more flexible solutions, but alsooffice is responsible for repair and provides route
shifts safety critical functionality from hardware descriptions for trains. These descriptions indica-
to software. te the positions of level crossings and maximum

Instead of detecting an approaching train byspeed on the route.
a sensor, the train computes the position where ithe safety goal of the system is clear: it must
has to send a signal to secure the level crossingiever happen, that the train is on the crossing and
To calculate the activation point the train usesa car is passing the crossing at the same time. A
data about its position, maximum decelerationwell designed control system must assure this
and the position of the crossing. Therefore theproperty at least as long as no component failures
train has to know the position of the level cros-occur.
sing, the time needed to secure the level crossinghe corresponding hazard H is “whenever a train
and its current speed and position. The first twopasses the crossing, the crossing must be safe”.
items are memorized in a data store and the lagthis is the only hazard which we will consider in
two items are measured by an odometer. Fothis case study
safety reasons a safety margin is added to the
activation distance. This allows compensating .
some deviations in the odometer. 4.1 Fault Tree Analysis

When the level crossing receives the com- . .
9 Component failures may be defects in the brakes

mand “secure’, it switches on the traffic lights, - .
first the “yellow' light, then the “red' light, and _of the train, unwanted opening of the level cross-

finally closes the barriers. When they are closed!Ng Or even drivers, _Who disregard the r(_ed light
the level crossing is “safe’ for a certain peried o2nd the closed barriers (for many crossings the
time. The “stop' signal on the train route, indica-barrlers 'or_wly blocl_< on dnw_ng lane in each direc-

ting an insecure crossing, is also substituted b on so it 1S possmle_ to drive around the closed
computation and communication. Shortly beforeParmers without leaving the road and as a matter
the train arrives the “latest braking point' (lates ?g;ﬁ)‘;tst)h's really seems to be a problem in some

point, where it is possible for the train to stop | vsis sh hich binati f
before the crossing), it requests the status of thE2ult Iree analysis shows which combination o
omponent failures are necessary to make the

level crossing. When the crossing is safe, itﬁ dh
responds with a ‘release’ signal which indicates, azard happen.
that the train may pass the crossing. Otherwise
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Fig. 3. Fault tree for radio-based level crossing

In Fig. 3 the fault tree for the example is pre-simultaneously. This is also reflected in the
sented. The direct cause of a collision are thafollowing quantitative analysis. Note, that failure
either the train does not receive a “crossingof radio-communication does not directly influ-
secured” message and fails to brake in time (faulence safety. This is, because if the communica-
of the train) or that the train receives the signaltion fails, then the train will not receive “crosgi
although the crossing is not secured (fault in thesecured” signal and thus it will brake.
crossing control). These causes are analyzethis allows an approximation of the probability
further until only basic component failures are of the hazard ,collision* by using the formula of
left. In the example system all cut sets consisSect. 3.
only of one element. So in the notation of Sect. 3
we get: P(CO"iSiOn) = P(ErrBrake)+ P(Eer\slance) (6)

+ P\Errg, .. )+ P\ErT, + P(Err,
MCSS:oHision = {{Err Brake}, {Err Distancn}, {Err Signa}, ( Slgnal) ( Open) ( Drwev)
{ErrOper}, {EI’I’ Driver}}

. .- .

In this example redundant subsystems like emer--rhIS yields an value of about 15 * 10This

gency brakes etc. have been abstracted. So f%}eans in one of 600000 crossings a collision may

example the failure mode “Bfe is to be read ccur. To get this number a lot of assumptions
. P Hie 1S .about the environment have been made (e.g.
as “primary and secondary braking system fail



allowed speed on crossing 20m/s, safety margifraking distance be. An antagonistic failure mode
750m, only in 10% of all cases are cars waiting ats Ermyriver. This failure becomes more probable if
the crossing,...). the barriers are closed for a very long time. If we
assume the average driver to wait 5 minutes

. e before he passes the crossing even if the lights

4.2 Parameterized probalilities are red. We can also parameterize this probability

llowed d and safet i Fig: 5).
Some of the probability assumptions depencIoa owed speed and safety margin (see Fig: 5)

inherently on the choice of free parameters. In
this example system the two obvious free para
meters are allowed speed for the train and th
safety margin. Both values can be chosen freely
However it is clear, that they influence compo-
nent failure probabilities. For example the proba-
bility of the failure mode “braking distance to
short” (P(Erpistancd) depends on both the safety
margin and the allowed speed. Instead of using
fixed value we will introduce a parameterized -
probability for the failure mode. This can be .., speed 1B B0 sty margin
easily compute by using the standard formula tc - e -
calculate braking distancenxdV) = V?/2a). This Fig. 5. P(Efrer)

allows calculating the braking distance, if the ~ rhver

speed measurement v is incorrect by a deviation

of Av. Effbisance means then, that the braking  Thjs fajlure mode has antagonistic growth
distance ofv+Av is greater than the calculate pehaviour. Larger safety margin and lower allo-
breaking distance plus the safety marginwed speeds result in additional waiting time for
(XymelV) + X)) The probability of this event car drivers. This results in increased risk of

brake safe . . . .
drivers neglecting traffic rules and passing the

a00

12 GO0

14

can be expressed as follows:

P (E ) - crossing. It is intuitively clear, that an optimum
U Distance (X safe allowed - (7) . . . . .

. configuration lies somewhere in between. This
P(A‘“ Vaowes  + 2 Agae Xsae ~ Valowed ) optimum can be calculated using optimization

techniques. In the following figure the paramete-
Figure. 4 shows the parameterized probabili-fized probability is shown around its minimum.
ty of failure mode “braking distance to short”
P(Ermistancd (safety_margin, allowed_speed).

404
404.5

5
15
500 allowed_speed 5.0

B00 15.1 406
Fig. 6. P(Collision)

405
A05.5 safety_margin

12

14 700
allowed_speed e 00 e safety_margin
. ) Closer examination yields an optimum at sa-
Fig. 4. P(Efbisancd fety_margin = 406m and allowed_speed = 15m/s.

o : - These values result in a probability for collision
The probability of this event decreases with ; .

large safety margins and slow allowed speed 9{13}'1*1(17' S(; we gained almost 100% without
This corresponds to the intuitive understanding.a ional costs.
The slower the speed and the larger the safety

margin the less likely will exceedance of the



4.3 Safety Optimization Safety optimization is one such technique.
Safety optimization is an extension of fault tree
However, this optimum might not be the bestanalysis. It extends the quantitative aspects of
solution. If we take an economical point of view, FTA. Together with formal FTA [7][6] which
then one might argue, that allowed speed obxtends the qualitative aspects and allows to
15m/s is by far to slow. The additional travel time prove that the cause-consequence relationship
for trains will have a serious impact on economichetween primary failures and hazards is correct,
efficiency of the route. this analysis is of very high significance.
So a compromise must be found. Assume that the The idea of safety optimization is as simple
average travel speed of the train on this route isis promising: do a fault tree analysis of the
25m/s. Then we could calculate the time delaysystems hazards, use statistical distribution for

the railroad crossing causes by: failure probabilities, estimate the costs of each
delay = Xsaqe"Xmake(vauowen,speeu)_ Xsane"Xmake(vauumu,sneeu) (8) hazard with a cost function and do mathematical
Vaverege Vatoned_speca optimization. The result will be an optimal confi-

) guration of the system with respect to the exami-
Also assume that economics tell us that onged hazards.

coI||_S|on costs us 100.000Euro and each second Safety optimization is not restricted to formal
of time delay costs 0.1 Cent. Then we can USeyt tree analysis. The concepts can easily trans-
these values to compile a cost function and US@ered to other metrics of risk; for e.g. MEM or
forr_nula of Sect. 3 to calculgte new optimum, GaAMAB (see [14, 15]) may be used as well. All
which respects these economical arguments.  that changes, is how probability distributions are
combined into a cost function.
We illustrated the benefits of the new method
with a real world case-study: the radio-based
level crossing. The starting point for this type of
analysis are minimal cut sets, which may be
determined for example by fault tree analysis.
The use of statistical distributions and parameter-
ized probability required only a small extra effort
This helped firstly in quickly comparing different
choices of free parameters. Secondly it allowed
finding optimum configurations of free parame-
ters with respect to safety.
) ) While traditional safety analysis does not assess
Fig. 7. Cost function the problem of usability and trustworthiness, such
. . . issue may be considered with parameterized
Figure 7 shows the cost function. The mini- yropapilities as well. A cost function allowed
mum lies at 508m safety margin and 20.6m/Syringing in economical aspects and analyzing
The probability of collision evaluates to 6.7*10  them.
Note, that this choice of parameters not only | conclusion, we find that examining only
allows faster travel than the initial guess, but ishazards and estimating their probabilities is not
also safer. The reason for this is, that for opti-enough. It is rather important to examine all
mum safety the choices of allowed speed anthazards of a system in parallel with its intention,
safety margin must match. This was not the casgconomical background and the planned working
in the starting parameters, the safety margin wagnvironment. A combined approach of traditional
chosen to large for the allowed speed. safety analysis, formal methods and mathematics
can accomplish this. Such an integrated approach
is being developed within the ForMoSA research
project [3][6].

5. CONCLUSION
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