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Relevance of Smartcards

ePassport: 45 million issued worldwide in 2007

SIM cards: 
2,6 billion issued worldwide in 2007

Payment/loyalty cards: 
500 million issued worldwide in 2007 

Prediction for 2020: 20 billion per year
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eGK: 72  million issued in Germany in 2009/10
In 2010: eIDCard in Germany
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Cryptographic Protocols
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ΨΨ{ŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭǎ ŀǊŜ ǘƘǊŜŜ ƭƛƴŜ ǇǊƻƎǊŀƳǎ ǘƘŀǘ ǇŜƻǇƭŜ 
ǎǘƛƭƭ ƳŀƴŀƎŜ ǘƻ ƎŜǘ ǿǊƻƴƎΩΩ (Roger Needham)

Major ingredient: Cryptographic protocols

Examples:
ÅNeedham-Schroeder protocol [NS78]

three line authentication protocol, proved correct [BAN89], 
flaw found in 1995 [Lowe95]

ÅMifare Classic Card
ǇŀȅƳŜƴǘ ŎŀǊŘ ŦƻǊ ǇǳōƭƛŎ ǘǊŀƴǎǇƻǊǘΣ ǎǘǳŘŜƴǘ ŎŀǊŘΣ ŀŎŎŜǎǎΣ Χ
cracked December 2007 [Plötz/Nohl], toolkit appeared 2008 

proposed solution: formal methods



+ TO- FROM

The First Step

Main contributors:
ÅHolger Grandy [08]

ÅDominik Haneberg [06]

ÅGerhard Schellhorn
ÅKurt Stenzel [05]

Java Card code

formal Protocol-
Specification(ASM)

Refinement
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first case study of the Grand 
Challenge in Verified Software
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[SGH+06,HSG+08,GBS+08,SGH+08]

[Jones/Woodcock08]

[HRS02,HKRS03,Stenzel04,GHRS06]



Next Step: SecureMDD

Goal: Model-Driven Development Method for 
secure and correct Applications

PIM

Formal ASM Model

Java(Card) Code

Text

M2T (OAW)

PSM

M2M (QVT + MEL)

Formal Proof of Security
and Correctness
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generate (OAW)
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Related Work: [SecureUML (Basin+06),
UMLSec (Jürjens05+)]

inception: [MHSW07]
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Modeling of Smartcard 
Applications
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+ UML profile + predefined security data types
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[MSR09@IARIA]



The SecureMDD Approach

Goal: Model-Driven Development Method for 
secure and correct Applications

PIM

Formal ASM Model

Java(Card) Code

Text

M2T

PSM

M2M

Formal Proof of Security
and Correctness
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generate
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Generation of the Formal Model
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Sequence Diagram

Activity Diagram

dynamic part

Deployment Diagram

Class Diagram

Security Types

<<import>>

static part

Attacker Agents

Datatypes
Communication
Infrastructure

algebraic specifications

Traces

ASM: AgentsASM:Attacker

Abstract State Machine

UML Model Formal Model
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Generation of the Formal Model:
ASM Rule for LOAD
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LOAD : LOAD#
{ let lvalue = inmsg.amount, 

lhashedauth = inmsg.authterminal in {
if(state(ag) = EXPLOAD) then {
state(ag) := IDLE;
if(lhashedauth = 

hash(wrapAuthData(
mkAuthData(LOAD, passphrase(ag),

challenge(ag), lvalue)))) 
then {
if( (lvalue Җ л ƻǊ lvalue + balance(ag) > 20000)) 
then {

balance(ag) := balance(ag) + lvalue;
FINALACTIVITY#}

else {ABORT#}}
else {ABORT#}}
else {ABORT#}}};
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ωOur target: application-specific security properties

ωRequires standard security properties (secrecy, 
integrity,..) as auxiliary theorems

ωTool: Interactive theorem prover KIV
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Verification of Security Properties

No money is lost or created:

Ṳ STEP(cardsΣ Χύңcards.balanceΨ Ҍ ңcards.lostΨ Ґ 
ңcards.balance + ңcards.lost
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[http://www.informatik.uni-augsburg.de/swt/kiv]



The SecureMDD Approach

Goal: Model-Driven Development Method for 
Secure and Correct Java Applications

PIM

Formal ASM Model

Java(Card) Code

Text

M2T

PSM

M2M

Formal Proof of Security
and Correctness
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generate

3/18/09@SecSE 11

[MSGR09@ASWEC]



Programming Java Smart Cards

ωJava Card ist a subset of Java

ω3.5 billion Java Cards deployed 

ωFor devices with restricted storage

ωno garbage collection, no threads

ωshort Arithmetics: no int, float, String,Χ

ωProgramming style: byte manipulation, not object 
oriented

ωcommunication with APDUs (= Byte-Arrays)
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difficult to program, error-prone
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e.g. [Jacobs+04,Beckert+07,Leavens+07]



Programming Java Smart Cards

We propose:
Åobject-oriented programming style
ÅLayer to serialize objects
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Challenges:
Åno memory allocation: reuse of objects
Åserializing messages: application specific encoding
Åcryptographic operations: encoding into byte arrays

Possible to program on a more abstract level:
Modeling with UML, automatic code generation
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The SecureMDD Approach

Question: What about the correctness of the 
transformations?
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Solution: Verify the transformations!

Existing approach:
VHand-written code and formal model
VRefinement for every application by hand

Goal: Generic correctness proof that holds
for every modeled application

PIM

Formal Model

Java(Card) Code

Text

M2T

PSM

M2M

generate

refines ?
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Summary

ωSecureMDD: A model-driven development method for
security-critical applications

ωmodeling in UML: class/deployment/activity diagrams

ωgeneration of a formal ASM model: formal proof of
application-specific security properties

ωautomatic model transformations to Java Card code

ωcurrent focus: smart cards, in the future: other
applications, e.g. based on web services

ωtodo: establish the correctness of the transformations

SecureMDD - Kurt Stenzel, University of Augsburg3/18/09@SecSE 15



SecureMDD

Thank you for your 
attention!
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