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S e ePassport: 45 million issued worldwide in 2007

Gesundheitskar

= YA /A | eGK: 72 million issued in Germany in 2009/10
S @ In 2010: elDCard in Germany

...  Payment/loyalty cards:
500 million issued worldwide in 2007

SIM cards:
2,6 billion issued worldwide in 2007

Prediction for 2020: 20 billion per year
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SIpPLegraphic Protocols

Major ingredient: Cryptographic protocols
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Examples:

A Needham-Schroeder protocol [NS78]

three line authentication protocol, proved correct [BAN89],
flaw found in 1995 [Lowe95]

A Mifare Classic Card
LI 8 YSYyd OFNR F2NJ Lzt AO (NI
cracked December 2007 [Plotz/Nohl], toolkit appeared 2008

proposed solution: formal methods
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first case study of the Grand
Mon Challenge in Verified Software
formal Protocol- [Jones/Woodcock08]

Specification(ASM)
@ correct and secure
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Refinement
[SGH+06,HSG+08,GBS+08,SGH+08]

Main contributors:
AHolger Grandy [08]
ADominik Haneberg [06]
AGerhard Schellhorn
AKurt Stenzel [05]

@ correct and secure

@

[HRS02,HKRS03,Stenzel04,GHRS06]

Java Card code
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Goal: Model-Driven Development Method for
secure and correct Applications

Universitit
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PSM

Java(Card) Code

PIM
UML Model

UML Java Model

l M2T (OAW)

generate (OAW) Formal ASM Model

l M2M (QVT + MEL)

SecureMDD - Kurt Stenzel, University of Augsburg

Formal Proof of Security
and Correctness

inception: [MHSWO07]

Related Work: [SecureUML (Basin+06),
UMLSec (Jlrjens05+)]




Viedeling e Smar
ApPplications

==Terminal=>»
Terminal : Terminal

|

«aSmartcard=>
Copyecard : Copycard

User

Terminal

Smartcard

Load{value)

ILoad |
2 Mutherticate |
==Terminal== -TermUser  -UserTerm User
3 ResAuthenticate Terminal
-TermCard
4 Load
«<Threats» {read.
send,
suppress}
-CardTerm
==Smartcard=>
Copycard
I
==Constant=> ==Terminal=>
Constants Terminal
==Smartcard=> ==enumeration==
-PAY -challenge : Nonce
-LOAD -passphrase : Secret Copycard State
-value : Number “balance : Number EXPLOAD
-passphrase : Secret -state |IDLE
\ -challenge : Nonce ==status=»
ResAuthenticate
dletchallenge : Nonce cusehs T
-car 2
y v ResRequestBalance DA
) q—‘-balance : Number AuthData
M 3 S
= -— Gl -instruction : Number
Authenticate ==hashed== |_passphrase : Secret
L [ResPay | -authcard |-challenge : Nonce
amount : Number
—1 1
1
RequestBalance -authterminal
i Load =<hasheds==

=

Pay

-amount : Number
-terminalchallenge : Nonce

-amount : Number

s ™
| self.value := value

Authenticate{)

[MSRO9@IARIA]

"‘-.‘L a
—> Authenticate() |

SR

P
challenge :=
| generatelonce()

A

ResAuthenticate
(challenge)

|

" tmp: AuthData := create AuthData |
‘ {Constants.LOAD,passphrase, J
challenge value );

P o ™
| hashedauth : HashedData := hash

(tmp)

| Load(value,hashedauth) :;_

ResAuthenticate
(challenge)

% Load{value,hashedauth) |

[el=e]

[state == EXPLOAD]
(‘state := IDLE

[hashedauth ==
hashicreate AuthDatal Constants LOAD,
passphrase,Challen'@alue))]

[elze]

[mot (value ==0 or value + balance = 20000)]

P ™)
| balance := balance + wlue)
s

+ UML profile + predefined security data types
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s‘fié{% Goal: Model-Driven Development Method for
2% secure and correct Applications

UNIRED o
WODELING
LANGUAGE .

PIM

UML Model

Formal ASM Model

Formal Proof of Security
UML Java Model and Correctness

l M2M

PSM

l M2T
Text

Java(Card) Code

[MSRO9@SESS]
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GEREration ofi th

UML Model

dynamic part

T

Activity Diagram L

static part

Deployment Diagram [+

v
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‘i' <<import>>

-===-> Security Types

1---> Class Diagram IS """ i
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Sequence Diagram [€77""3

ASM:Attacker I | ASM: Agents l

e Formal Model
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Formal Model

Abstract State Machine

Traces

”
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Communication
Infrastructure

Datatypes l

algebraic specifications
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Generten ol the Formal Model:

ASIVIRRUIe Tor LOAL

LOAD : LOAD#
{ let Ivalue = inmsg.amount,
Ihashedauth = inmsg.authterminal in {
If(state(ag) = EXPLOAD) then {
state(ag) := IDLE;
If(lhashedauth =
hash(wrapAuthData(
mkAuthData(LOAD, passphrase(ag),
challenge(ag), Ivalue))))
then {

then {
balance(ag) := balance(ag) + Ivalue;
FINALACTIVITY#}
else {ABORT#}}
else {ABORT#}}
else {ABORT#}}};

If(  (lvalue X)X nlvalzeMJbalance(ag) > 20000))

Universitat =)
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;;, Load(value,hashedauth) |

{jI’ [E|SEI @
P/ [state == EXPLOAD)

state := IDLE |

)L [else]

< R
[hashedauth ==
hash(create AuthData(Constants LOAD,

, p&&ﬁphrase,chall&n&aiue)]]
S

A
[ \e

[else]
[not (value <=0 or value + balance > 20000)]

W
balance := balance + value |

K
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w Our target: application-specific security properties

No money is lost or created:

U STEP(cardsZ X Mcards.balanceW H tards.lost¥ T
H cards.balance + H cards.lost

w Requires standard security properties (secrecy,
integrity,..) as auxiliary theorems

w Tool: Interactive theorem prover KIV
[http://www.informatik.uni-augsburg.de/swt/kiv]
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IIMESECURENVIDD Approach
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& (Goal: Model-Driven Development Method for
{} Secure and Correct Java Applications

* &+
Cay, e e

L

HODELING
LANGUAGE

PIM

generate

UML Model Formal ASM Model

PSM Formal Proof of Security

UML Java Model and Correctness

Text
Java(Card) Code

[MSGRO9@ASWEC]
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ReEramming Java Smart Cards

Universitit

w Java Card ist a subset of Java
w 3.5 billion Java Cards deployed
w For devices with restricted storage &%

W no garbage collection, no threads
w short Arithmetics: no Int, float, String, X

W Programming style: byte manipulation, not object
oriented

W communication with APDUs (= Byte-Arrays)

.
00
|:>> difficult to program, error-prone

e.g. [Jacobs+04,Beckert+07,Leavens+07]
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Fegamming Java Smart Cards

We propose:
Aobject-oriented programming style
AlLayer to serialize objects

|:>> Possible to program on a more abstract level:
Modeling with UML, automatic code generation

Challenges:

Ano memory allocation: reuse of objects

Aserializing messages: application specific encoding
Acryptographic operations: encoding into byte arrays

3/18/09@SecSE SecureMDD - Kurt Stenzel, University of Augsburg



\

ihersecureMbD Approach Universitit -

Augsburgoi

g f‘ . Question: What about the correctness of the

-

5, L transformations?
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PIM

UML Model _generatey | Formal Model

M2M Existing approach:
refines ? V Hand-written code and formal model
UML Java Model V Refinement for every application by hand
Goal: Generic correctness proof that holds

l M2T
for every modeled application
Java(Card) Code

Solution: Verify the transformations!
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w SecureMDD: A model-driven development method for
security-critical applications

w modeling in UML: class/deployment/activity diagrams

w generation of a formal ASM model: formal proof of
application-specific security properties

W automatic model transformations to Java Card code

w current focus: smart cards, in the future: other
applications, e.g. based on web services

w todo: establish the correctness of the transformations
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Thank you for your
attention!



