





























receive

send

receive

send


















Kapitel 1










Kapitel 3

[theoretische Grundlagen

Beispiele

Beispiel: Mondex im Detail
Related Work zu
Mondex

Kern der Arbeit

Kapitel 1

Uberblick

Kapitel 2

Kapitel 4

Related Work

Erweiterungen

{ {
Kapitel 5 y Kapitel 8
Methodik zur >» . S .
Verfeinerung Dlskussmn.“blsherlger Stand
Datenubertragung
)r formale Gltigkeit von Daten
Angriffe in der Praxis
Adaption der Methodik
Kapitel 6 ‘L Kapitel 9
Datentypgn Kryptographie
Datenkonvertierung
Datengultigkeit
Kapitel 10
(TRt 1
_ ' Datenkodierung '
' Transformationsschicht H
' Spezifikation, Implementierung '
' und Korrektheit der Schicht \
' '
Kapitel 13y ! !
[ Zusammenfassung ) \










Kapitel

3. Ticket vorzeigen

»

optional:

Mobiltelefon

Ticket Ubertragen

Mobiltelefon |«

2. Ticket verschicken

Kino - Eingang

Internet PC

1. bestellen

oder
1. bestellen

>

Kino - Server

)







Wallet
4 \ 4
Purse 1 Purse 2
- - -y
(FROM) it a it (TO)
transfer value
. J .







— V—

— o -

Kapitel 3
hj










R



ii2l

ii2l ii2l

PROG := INIT ;fOP;g ;FIN



' (9s;99

AOP




()

IR:=10\ (AIN CIN) OR:=10\ (AOUT COUT)

Cc a

(ig<ip<:ii) lo<j1<::)) K10 ( a(iv); c(jk))

(ijo<ip<::i)



$9 N N

IR ;=10 \ (AIN CIN) OR: =10 \ (AOUT
COouT) c a
(o <i1<::) K 10 ( a(ik); c(k))

(ig<ip<:ii)



ARULE ARULE ARULE ARULE*

ARULE

» as'

"
©

-

Phd ~
' [3)
: A
L]
'
w
IIIIIII - 3
=}
z @
= o
\\\-u ...::: .
. |||||N7 b’w
' &
: A
Ll
....... 4 w
> ]
z 24
- (6]
»
o
A
w
-
=
24
o
»
o
w
-
o)
o
(O]

ammmm———

- ~~

- A,
o

mO



(PS)

AS union (GS)

(agent; port;) (agent, porty)



Verbindung3

Verbindungl

Verbindung2

Portl
Agent3
Port2
Portl
Agentl

Port2

Portl

Port2 Agent2

Port3













f[i]

byte

null

short

r.fs.fs0.fs1

type
String

statfield

int

Jlength



[st; ]'

hst;

=

st
st

for

;st:mode] 6 normal ©

; st[:mode] = normal " hst;if

(e) f es; for (e;es) gelse fgi

" hst;for (ees) i

m(z)

=

w

n+3:

for

for

IN

es

;st:mode] 6 normal ©
;e = null; st [:modeg] = normal °
hst;throw new NullpointerException() i

;€6 null; mode(st) = normal; : stle:typg 2 fcy;:::

;€6 null; mode(st) = normal; st [e:type] = c;
this = e;z= es " hst; gi hst; targetexpr  (x) i '

;€6 null; mode(st) = normal; (e;st) = cn;
this = e;z= es" hst; Ji hst;targetexpr  (x) i ';

for

“hst;x = em(es); i

for



null

es

NullpointerException

this

targete_xpr

int



null

null

null

null

null

byte[]

null

byte









Kapitel I




Aktivitatsdiagramme
Sequenzdiagramme

Klassendiagramme

implementieren generieren

' '
i Implementierung i | Korrektheit

Java korrekte Verfeinerung? Formales Modell
A A
< >
J2ME Prosecco-Framework
JavaCard

Abstract State Machines









Collection









process



null






Kapitel 5




IntDoc

Telefonnummer
des Absenders

IntDoc

-

Instruktion Nutzdaten

z.B. ein Ticket:

IntDoc NonceDoc

Ticketdaten Data Matrix
Code



User

Handy

buycommand

sl

—1

Server

buyrequest

loadticket

1

User

PC

buycommandPC

User

|
passOnCommand
—

Server

buyrequestPC

Handy

'

—1

loadticket

passOn







User

Handy

|
IshowCommand

\4

present







AGENT1 AGENT2 ATTACKER

Oreceive process send Oreceive process send generate message attack
»— > > >

Sy —— Rp— >

state state' state" state



AGENT 1
receive process send receive
/astale astate’
\ similar similar
JAVA program receive
y
>
cstate cstate'

JAVA-IMPL 1

AGENT 2 ATTACKER
process send Nachricht generieren
= >
astate"
\ similar
process send Nachricht generieren
.
= >
cstate'

AGENT2

ATTACKER

send
/astate"'
\ similar

send
cstate'"






Verifikationskern

GUI

sendEvent(...)

uses

y

Protocol

Commimpl

step()

send(...)
receive(...)
available(...)

Cryptolmpl

encrypt(...)
decrypt(...)




public interface Comminterface {
public boolean available( int port);
public void send(Document d, byte [] receiver,
int port, int mode);
public Document receive( int p);

public class Protocol {

private Commlinterface comm;

public  Protocol(Comminterface comm){
this .comm = comm;

}

public void step(){
if (comm.available(USERPORT)){
Document inmsg = comm.receive(USERPORT);
if (inmsg != null ) userStep(inmsg);
}
else if (comm.available(PHONEPORT))X{
Document inmsg = comm.receive(PHONEPORT);

if (inmsg != null ) phoneStep(inmsg);

}
}
private void phoneStep(Document inmsg) {

if (outmsg != null ) comm.send(outmsg, ...);
}
private void userStep(Document inmsg) {

if (outmsg != null ) comm.send(outmsg, ...);
}



Comminterface

Document
USERPORT
PHONEPORT
available send receive available
receive
send
Document d port
receiver send-mode
CommiInterface Protocol
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S
‘\ public void step(){
“') input = receive();
output = doProtocol(input);
JAVA-IMPL send(output);
}
0
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receive
output

send



send

receive send




step()




null

.outs null

false




Protocol
Protocol.theinstance



o (globalstate; globalstate) (globalstate;
globalstate’) 2 APROG

globalstate := agentstate; ..n)
context



















Kapitel 6

$9







public class PasswordCheck {
private static PasswordCheck theinstance;

public boolean checkok;
public byte [] password;
public  Comminterface comm;

public  PasswordCheck(Comminterface c, byte [] password){
this .comm = c;
this .password = password;

}

public void checkPassword(){
byte [] input = comm.receive();
if (ByteArray.equals(input, password)) checkok = true ;
else checkok = false ;




byte]]

ByteArray.equals(input, password)
checkok = true
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Document
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byte]]
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send
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phoneStep userStep

public class Protocol {




private  Doclist tickets = new Doclist();
public void step(){

else if (comm.available(PHONEPORT)X{
Document inmsg = comm.receive(PHONEPORT);
if (inmsg !'= null ) phoneStep(inmsg);

}

}

private void phoneStep(Document inmsg) {
Document originator = inmsg.getPart(1);
inmsg = inmsg.getPart(2);
Doclist ticket = getTicket(inmsg, originator);
if (ticket != null  && tickets.len() < MAXTICKETLEN){
tickets = tickets.attach(ticket);

}
}
}

inmsg.getPart(1) (inmsg.getPart(2)
getTicket

> > > > > >



private Doclist getTicket(Document indoc, Document originator) {

/I is-doclist(indoc) and is-intdoc(indoc.list.first)

if (indoc != null  && indoc.is_comdoc()){
byte [] ins = indoc.getPart(1).getValue();
/I indoc.inst == loadTicket
if (ins.length == 1 && ins[0] == LOADTICKET)
{

indoc = indoc.getPart(2);
Il is-doclist(indoc.data) and # indoc.listlist = 2
if (indoc != null && indoc.len() == 2){
Document indocl = indoc.getPart(1);
Document indoc2 = indoc.getPart(2);
/I is-intdoc(get-part(indoc.list,1)) and
Il is-noncedoc(get-part(indoc.list,2))

if (indocl != null && indocl.is_intdoc() &&
indoc2 !'= null && indoc2.is_noncedoc()){
return new  Doclist(originator, indoc);
}
}
}
}
return null :
}
byte[ ]
null
getTicket
phoneStep
null
tickets

NullPointerExceptions

null

MAXTICKETLENGTH



step()

receive

step
available
available true



receive

phoneStep




getTicket



getTicket

IntDoc byte[ ]

byte [] ins = indoc.getPart(1).getValue();
if (ins.length == 1 && ins[0] == LOADTICKET)

ins = null

Protocol

null
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Document
byte[ ]

Document

EncDoc HashDoc Sigboc

- enc : byte[] - hash : byte[] - sig : byte][]




byte]]
EncDoc

Document

EncDoc

public class EncDoc extends Document {
private byte [] encrypted,;
public  EncDoc(Key k,Document d){
encrypted = Crypto.getCrypto().encrypt(k,d);
}
}

public class Crypto {
private static Cryptolnterface crypto;
public static Cryptolnterface getCrypto() {
return  crypto;
}
}

public interface Cryptolnterface {
public byte [] encrypt(Key key, Document doc);
public Document decrypt(Key key, Document doc);
public byte [] sign(Key key, Document doc);
public boolean verify(Key key, Document doc);
public byte [] hash(Document doc);

EncDoc encrypt
byte[ ] EncDocs
Crypto Cryptolnterface
.crypto
Cryptolnterface

Cryptolnterface

Cryptolinterface

decrypt
decrypt



IntDoc null

decrypt




1 6 : 1 decrypt

EncDoc
EncDocs

EncDocs




EncDoc
byte[ |
byte[ ]

encrypt









byte[ ]



null byte[ ]

EncDoc

HashDoc SigDoc






send

receive

encrypt

decrypt




—

z}
0

C0O0000E B} OR300 B OO0 PR

C0:




Document

6
checkPIN
true false
public class PasswordCheck {
private static PasswordCheck theinstance;

public boolean checkok;
public byte [] password;
public  Comminterface comm;

public  PasswordCheck(Comminterface c, byte [] password){
this .comm = c;

this .password = password;

}

public static void checkPassword(){



byte [] input = comm.receive();

if (checkPin(input)) checkok = true ;
else checkok = false ;
}
public boolean checkPin( byte [] input){
if (input != null  && /I not null
input.length > 2 && /I no array index out of bounds
input[0] == SECRETDOCTYPE && /I right type
input[1] == 4) /I right length
{
for (int i = 2; i < inputlength; i++){
if (input[i] '= password[i - 2]) return false ;
}

}

return true

return false :

null

ArraylndexOutOfBoundsException

SECRETDOCTYPE

false true

checklinput



true

receive send

checkPIN

/IRest der Klasse wie oben

public void checkPassword(){
Document input = comm.receive();

if (checkPin(input)) checkok = true ;
else checkok = false ;

}

public boolean checkPin(Document input){

if (input instanceof SecretDoc &&
ByteArray.equals(((SecretDoc)input).getValue(), pass
return true

}

return false ;

word))









211

2t 1















byte][ ]
















byte[ ]

byte[ ] |
nu

Document
byte[ ]

Document

encode

decode



Cod

public class
private
private
private
private
private
private
private
private
private

public

ing
Coding{
static final byte EMPTYDOCTYPE =bfte )O0;
static final byte INTDOCTYPE = (yte )1;
static final byte KEYDOCTYPE = Hjyte )2;
static final byte NONCEDOCTYPE =byte )3;
static final byte SECRETDOCTYPE =bfte )4;
static final byte HASHDOCTYPE = biyte )5;
static final byte ENCDOCTYPE = hyte )6;
static final byte SIGDOCTYPE = pyte )7;
static final byte DOCLISTTYPE = (byte )8;
Document decode( byte [] b) { ... }

private boolean validEncoding( byte [] bytes) { ... }

public

validEncoding

byte

[ encode(Document d){ ... }

validEncoding

public Document decode( byte [] b){
if (b != null

if (b[O]
return
}

else if
return
}

else if
return
}

else if
return

}

else if

&& validEncoding(b))X{

== INTDOCTYPE){

new

(b[0]
new

(b[0]
new

(b[0]
new

(b[0]

IntDoc(ByteArray.restn(5, b));

== KEYDOCTYPE){
KeyDoc( new Key(ByteArray.restn(5, b);));

== NONCEDOCTYPE)
NonceDoc( new Nonce(ByteArray.restn(5, b)));

== SECRETDOCTYPE)
SecretDoc(ByteArray.restn(5, b));

== HASHDOCTYPE){



return new HashDoc(ByteArray.restn(5, b));

}
else if (b[0] == ENCDOCTYPE){

return new EncDoc(ByteArray.restn(5, b));

}
else if (b[0] == SIGDOCTYPE){

return new  SigDoc(ByteArray.restn(5, b));

}
else if (b[0] == DOCLISTTYPE){

return  decodelist( ByteArray.restn(5, b) );
}
}

return null :

ByteArray.restn(n, b)
byte[ ]

private  Doclist decodelList( byte [] bytes){
if (bytes.length == 0)
return new Doclist();

int length = ByteArray.getint(bytes, 1);

Document doc = decode(ByteArray.firstn(length + 5, bytes)
Doclist docs = decodelList(ByteArray.restn(length + 5, byt
return  docs.cons(doc);
}
byte[ ]
Doclist
ByteArray.getint(bytes, 1) int
byte[ ] decode
decodelist cons
Doclist
public class Doclist extends Document {

private  Document[] docs;

public  Doclist{
docs = new Document[O];

}

public  Doclist cons(Document d) {

Document[] res = new Document[docs.length+1];
copyDocs(docs, 0, res, 1, docs.length);

res[0] = d;

);

es));



return new  Daoclist(res);

}
public static void copyDocs(Document[] src,
int  srcOff,
Document]] dest,
int  destOff,
int len) {
for (int i = 0; i < len; i++)
dest[destOff + i] = src[srcOff + i;
}
}
cons
validEncoding
validEncoding
bytes null

if (( bytes != null
&& bytes.length <= 2147483647
&& 6 <= hytes.length) )

return false

int length = ByteArray.getint(bytes, 1);
if (length != bytes.length - 5)
return false :

byte[ ] bytes

if ( 'noLeadingZeros(bytes, 5) )
return false

private boolean nolLeadingZeros( byte [] b, int
if (b.length == 0) return false ;
if (  b[offset] == byte )0

&& (offset + 1) != b.length
&& Dbloffset + 1] >= ( byte )0)

bytes

offset){



return false ;

if ( b[offset] == byte )-1
&& (offset + 1) != b.length
&& bloffset + 1] < ( byte )0)
return false ;

return true

}
byte[ ]

00
FF

Document

public byte [] encode(Document d){

byte [] docValue = null ;
byte head = 0;
byte [] bytes = null ;

if (d== null ){
return new byte [[{ EMPTYDOCTYPE, 0, 0, 0, O };

}
else if (d instanceof IntDoc){
docValue = ((IntDoc)d).getValue();
if (docValue == null || ! noLeadingZeros(docValue,0))
return null :

head = INTDOCTYPE;



}

else if (d instanceof KeyDoc){

}

else if  (..))
else if (d instanceof Doclist){
/ls. weiter unten
}
if (docValue.length > 2147483642)
return null :

bytes = new byte [5 + docValue.length];
setHead(head, bytes, docValue.length);
ByteArray.copy(docValue,0, bytes, 5, docValue.length);
return  bytes;

}

private void setHead( byte head, byte [| bytes, int length){
bytes[0] = head;
ByteArray.setint(bytes,1,length);

}
null
new byte[{ EMPTYDOCTYPE, 0, 0,
0, 0} IntDoc
byte[ ]
.value docValue null
Intboc KeyDoc NonceDoc SecretDoc
noLeadingZeros
byte[ ] docValue null
head

byte[] bytes

setHead docValue bytes
ByteArray.copy(source, startindex, destination, destin dex, length)
bytes

else if (d instanceof Doclist){
docValue = new byte [0];
head = DOCLISTTYPE;
Document[] docs = ((Doclist)d).getDocs();

if (docs == null [| ! docArray(docs))
return null :

for (int i = 0; i < docs.length; i++)

{
byte [] b = encode(docs]i]);
if (b == null ) return null ;

docValue = ByteArray.append(docValue, b);



}
docValue
Doclist Document null
Y[ ] Y extends X
Document[ ]
instanceof
docArray
private boolean docArray(Document[] r){
if (r instanceof IntDoc[] ||
r instanceof SecretDoc[] ||
r instanceof NonceDoc[] ||
r instanceof KeyDoc[] ||
r instanceof HashDoc[] ||
r instanceof EncDoc[] ||
r instanceof SigDoc[] ||
r instanceof Doclist[] )
return false 0
return true
}
encoderec
ByteArray.append
append
encode
null ?

X1



7 N
! byte [ ] \
1
~ e
_<
- -7 ¥
decode 5 .
*, javaEncode
encode .
.
. “
. A .
javaDecode ‘
. '
. v
—_—— = X S Vo em e e
- *. - ~

-~ ~ ~
’ ‘m/ s
/ abstrakte Dokumente ] / Java Pointerstrukturen \I
\ doc2java
N / ~ /
~ - ~ -

-
S —_— - S - -

231
null

public byte [] encode(Document d) {
return  encoderec(d, 0);

}

public byte [] encoderec(Document d, int c){
if (c > 1000000000) return null ;

/IRest der Methode wie gehabt
/Nlediglich im Doclist-Fall:

else if (d instanceof Doclist){
for (int i = 0; i < docs.length; i++)

{

byte [] b = encoderec(docs|i], ¢ + 1);



byte[ ]
byte[ ]

decode encode

byte] ]




IntDoc

if (r'!= null && validEncoding(r)){
if (r[0] == INTDOCTYPE){
return new  IntDoc(ByteArray.restn(5, r));

}

r null

validEncoding byte[ ]



ByteArray.restn(...)

IntDoc

ByteArray.restn(...)

ByteArray.restn(...)
byte[ ]



IntDoc




byte[ ]

decodelist

decodeList




decodelList

if (bytes.length == 0)
return new Doclist();

int length = ByteArray.getint(bytes, 1);

Document doc =
decode( ByteArray.firstn(length + 5, bytes));
Doclist doclist =
decodelList(ByteArray.restn(length + 5, hytes));
return  doclist.cons(doc);

bytes.length ==
1

bytes.length = 0 decode
ByteArray.firstn( length + 5, bytes) decodelList
decodelList
decode
decode decode
decodeList
decodeList
decode
decodelList cons
2

0
“hst; r , = r.cons(r  qp); i

2 1 0 0



cons

byte[ ]
null

decode validEncoding
false



Definitionen fur \/

java2doc und decodelist
fur nicht leere Arrays

Lemma fir cons

. <st; rl =r0.cons(r2); > ...

Induktionshypothese
fur decodelList(restn(...))

A

. <st; r0 = decodelList(restn(...)); r1 = r0.cons(r2); > ...

Induktionshypothese

fur decodelList(restn(5, firstn(...)))

<st; r2 = decodelList(restn(5,firstn(...))); r0 = decodeList(restn(...)); rl
java2doc(rl, st) = doclist(decodelist(getbytearray(r,st)))

ro.cons(r2); > Lemma decode

fur nicht-rekursive Typen

Aufruf decode

firstn(...)[0] == DOCLISTTYPE firstn(...)[0] != DOCLISTTYPE
_ Definitionen fur \/ <st; r2 = decode(firstn(...)); r0 = decodeList(restn(...)); r1 = r0.cons(r2); >
java2doc und decodelist java2doc(rl, st) = doclist(decodelist(getbytearray(r,st)))
fur leere Arrays
r.length == 0 r.length I= 0

Aufruf decodelist

<st; rl = decodelist(r) >

java2doc(rl, st) = doclist(decodelist(getbytearray(r,st)))

validEncoding

validListEncoding

validListEncoding



Document

byte[ ]

ri sto byte[ ]
encode stg
r Doclist
encode encoderec
byte[]
IntDoc
.value
IntDoc nolLeadingZeros

nolLeadingZeros



nolLeadingZeros

byte[ ]
noLeadingZeros validEncoding
encode
IntDoc
encoderec
ByteArray.copy
setHead
copy

setHead




Doclist

encoderec




1

0
“h r =r jencoderec(r 4, j); i

1 0
A 0
for
encoderec
public byte [] encoderec(Document d, int j) {
else if (d instanceof Doclist){
docValue = new byte [0];
head = DOCLISTTYPE;
Document[] docs = ((Doclist)d).getDocs();
if (docs == null [| ! docArray(docs))
return null :
for (int i = 0; i < docs.length; i++)
{
byte [| b = encoderec(docs|i], j + 1);
if (b == null ) return null ;
docValue = ByteArray.append(docValue, b);
}

Doclist



st[d:docs:lengtH

encoderec

Doclist

Document

for



for

return null;

return

encoderec

encoderec

encoderec



null

Doclist

docValue

encoderec
encoderec
jvmref
return null



encode decode
send receive

send
receive

public class Coding implements Comminterface {
private  BAComm bacomm;

public void send(Document d, int port){
bacomm.send(encode(d), port);

}

public Document receive( int port){
byte [] bytes = bacomm.receive(port);

if (bytes != null )
return  decode(bytes);
return null :
}
}
public interface BAComm {

byte [] receive( int  port);
void send( byte [] b, int port);



send(Document)

byte[ ] BAComm.send(bytel])
byte[ ] BAComm.receive()
bytes = null
byte[ ]
BAComm

BAComm.send(byte[] b, int port)

BAComm.receive(int port) port
encrypt decrypt
byte[ ]
byte[ ]
public class Coding implements Cryptolnterface {

private  BACrypto bacrypto;

public byte [] encrypt(Key k, Document d){
byte [] b = encode(d);
if (b!= null )
return  bacrypto.encrypt(b, k.getBA());
return null

}

public Document decrypt(Key k, Document d){
Document dO = null ;
if (d instanceof EncDoc)
d0 = decode(
bacrypto.decrypt(k.getBA(),



byte[ ]

encode null
EncDoc

byte[ ] EncDoc byte[ ] k

byte[ ]
bytel ]

encrypt
byte[ ]




byte[ ]

byte[ ]

bytef[ ]
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Byte Byte Byte 1 Byte 2 Byte Byte

0x00



z H { z—1 {
0x01 = OxFF ngo{z O(OSJ
Status
Bytes
0x90 0x00

Ox6A 0x84



boolean byte short

int
synchronized Thread
NullPointerException
String Vector
Applet Applet process APDU
byte[ ]
process
package javacard.framework;
public abstract class Applet{
public void process(APDU apdu);
}
process
Document

byte[ ]



send receive Document

SimpleComm

public interface SimpleComm {
public  Document receive();
public void send(Document d);}

javacard.framework.Applet

Protocol step send

public class JavaCardAppletWrapper
extends javacard.framework.Applet
implements  SimpleComm({

Document

receive

int



Document indoc;
Protocol protocolimpl;

public  Applet(){

protocolimpl = new Protocol( this |,
}
public void process(APDU apdu){

//dekodieren der Command APDU
indoc = decode(apdu.getBuffer());

//Aufruf der Protokollimplementierung
protocolimpl.step();

)i

}
public  Document receive(){

return  indoc;
}
public void send(Document d){

byte [] outbytes = encode(d);

/lkopieren der kodierten Ausgabe in den APDU-Buffer

Util.arraycopy(outbytes, O,

apdu.getBuffer(),0, outbytes.length)

/lund senden dieses Buffers

apdu.setOutgoingAndSend(0, outbytes.length);
}

}
JavaCardAppletWrapper Applet
process(APDU)
receive
send receive
indoc step
Protocol
JavaCardAppletWrapper
JavaCardAppletWrapper
SimpleComm Protocol
receive send receive
indoc send encode



auf dem Terminal

auf der Chipkarte

terminalstep()

terminalstep()

Terminal Coding JavaCardAppletWrapper Protocol
. H H H
: H H
send(indoc) inbytes = H '
encode(indoc) H H
, H
, :
. P ' :
H ~ : .
H rocess(inbytes) [ '
: P {inby 4\)’ indoc = :
: decode(inbytes) :
' 0 '
H H :
H H :
: H :
H H step() ~ —
' ' >
H H i receive()
' ' <€
s 5 _ ey
' '
H H I send(outdoc)
H H <«
1] 1] N\
' ' outbytes = T
H H encode(outdoc) H
, H <& ,
] ] Y '
E — outbytes I !
E outdoc = E E
' decode(outbytes) ' '
: | I€ , ,
receive() : : H
outdoc : H

setOutgoingAndSend

process



terminalstep()

response = send(command)

byte[ ]

byte[ ]

step

encode
byte[ ]

Document

Coding

byte[ ]



Document
byte[ ]

short

Doclist
Doclist

IntDoc

IntDoc

SecretDoc

new Document



(DokumentTyp, Léange)

byte[] initdata = new byte[[{DOCLISTTYPE, 2,
DOCLISTTYPE,3,
INTDOCTYPE, 1,
INTDOCTYPE 2,
SECRETDOCTYPE, 8}

public class DocumentPool{
private static IntDoc][] intdocs;
private static IntDoc[] noncedocs;
private static IntDoc[] secretdocs;
}
intdoc]i] usedintDocsi]
private static boolean [ usedintDocs;
private static boolean [ usedNonceDocs;
private static boolean [ usedSecretDocs;
null
?
public static IntDoc newlIntDoc(  short length) {

for (short i=0;i<intdocs.length;i++) {
if ( intdocs]i].getValue().length == length
&& usediIntDocs[i] == UNUSED) ({
usedIntDocs[i] = USED;
return  intdocsJi];

}
}

return null i}



byte[ ]

step Document
byte[]
clearPool DocumentPool
JavaCardAppletWrapper
process
STEP INIT

public class JavaCardAppletWrapper
extends javacard.framework.Applet
implements  SimpleCommy{

/Is. oben

public void process(APDU apdu){
byte [] buffer = apdu.getBuffer();

if (buffer[ISO7816.0FFSET_INS] == INIT){
DocumentPool.init(buffer);

}

else if (buffer[ISO7816.0FFSET INS] == STEP){
DocumentPool.clearPool();

indoc = decode(apdu.getBuffer());
protocolimpl.step();

}



receive

null ?
send

byte[ ]







? null

decode



receive

decrypt

decrypt

LC

receive

null

decrypt

null



out

out

JavaCardAppletWrapper

byte[ ]
JavaCardAppletWrapper

step()
receive

send

byte[ ]



Terminal

JavaCardAppletWrapper

message = encode(indoc) !
# message = (i * 255) + j | messagel0..254]

outdoc = decode(returnval)

short

OK
T

!

!
>
»

I message[(k * 255) .. ((k+1)*255-1)]
>

Protocol

|

I

I

I

I

I

I

! oK !

= — —— — = — — = — o |

1 ! 1 1

1 ! I 1

l message[(i ¥ 255) .. (*255+)] | |
»

] oK | I

|(_ - T T T T T T T I

indoc = decode(message)

1 DO_STEP o 1

| r step() g

»

| | receive() !

<

| 1€ I

I [ -

! ! d(outdoc) !

| € send(outdoc )

I # returnval 1 returnval = encode(outdoc) I

|(— - - - - = = = T #returnval = (m*255) + n |

| | |

1 GETOUTPUT - | 1
»

I( returnval[0..255] 1 1

| 1 I |

I 1 | |

1 GETOUTPUT ;I |

l returnval[(k*256) .. ((k+1)*256-1)] ! !

= == .

1 ! 1 1

1 ! 1 1

| GETOUTPUT ol |
»

] returnval[(m*256) .. (m*256+n)] | 1

I | I

| | |
signed short

get-part(int index)

int

Doclist

integer

short



int int

int
int short
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FROM Terminal TO

1
E [ | getData IDLE
: >
IDLE balance(to) +
]
! startFrom(amount + seqNo(to) +
! segNo(to) + name(to)
_;_( name(to)) - - - - -=- .
]
' IDLE
startTo(paydetails . '
EPR | - — _(p_y_ I_ )_) startTo(paydetalls;_;_
1
. req(paydetails) EPV
1 . ( _______

1 req(paydetails) ||
balance(from) = 1
balance(from) - amount val(paydetails) :

EPA | T — — — — — — ) val(paydetails) )—'_ balance(to) =

B . balance(to) + amount

' ack(paydetails) IDLE
' ack(paydetails) ( ———————
— T
IDLE '
- — :
1
wobei

paydetails := name(from) + seqNo(from) + name(to) + seqNo(to) + amount





















Terminal

Attacker

Purse a
'
'
' getData
v
H name(a),
IDLE H seqNo(a)

:
:
:
:
:
H STARTFROM(
:
,
:
:
.
:
,

amount,
name(x),
seqNo(a) := seqNo(x))
INC(seqgNo(a))
ok
EPR - T T T T 7

0
: E : getData E E
H ' H H '
: ' ' name(a), H :
H
E E i Elciseq_No(_a))_ E getData E
; ; : : :
: : : ' name(b), H
H ' ' STARTFROM( H seqNo(b) H
E E H amount, €« --—---- E
: : E name(b), H H
: : ' seqNo(b)) : STARTTO( H
' H . ' amount, ' IDLE
' H ' ok : name(a), H
' H - -=- == > ' INC(segNo(a))) \
[} ' 1 v '
: ; : : :
: : ; : REQ( :
[} ' i H
: ; : REQ( e S
: ' : paydetails) ' H
L} ' H H
: : : E Y
: ' : E VAL bleibt gus, also
: H : : bei nachster;Nachricht
E E H ' Logeintrag ?rzeugen
) i o Kartenwechsel
L} H H
falsche Nachricht, E ' H i E
kein Logging nétig * getData ' : H H
¢ — H H H
IDLE name(a), H E :
H INC(seqNo(a)) H H :
e == === getData : : H
H ' H H
\ ' : \
I STARTFROM( name(b), : . :
H amount, _seaNo(d) H H
'
! name(b), H H H
. seqNo(b)) H : .
' ' ' H
: ok : : H
EPR h—m = = — = — STARTTO( : : :
H amount, H 1 H
1 1 [} H
: name(a), ' ' H
: INC(segNo(a))) 1 H .
H ] H :
5 : : :
H REQ( H : !
' paydetails) H H :
: H
: REQ € - - == =" : : H
balance(a) := : paydetails) H : :
balance(a) - amount i VAL( E E i
EPA paydetails) H ' :
T - — — — - ] . '

ACK bleibt aus, also
bei nachster Nachricht
Logeintrag erzeugen

sealola)

Terminal Purse b

Purse
'
'
'
'
'
'
:
getData H
'
name(x), H
seqNo(x) H

STARTTO(
amount,
name(a),
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Purse




private byte state;
private Doclist  pd;

private short exLogCounter;
private Doclist[] exLog;
private  Key key;

private SimpleComm comm;

public  Purse(SimpleComm initcomm, Document initdata) {

}

public void step(){
/I s. unten

}
}

state

name sequenceNo balance state pd
exLogCounter exLog key
SimpleComm

Doclist

exLogCounter

public  Purse(...){

initExLog(MAX_LOG_LENGTH);
}

private void initExLog(  short len) {
exLog = new Doclistlen];
exLogCounter = ( short )O0;

}

Purse Purse
SimpleComm initdata
Doclist name Purse IntDoc
balance IntDocs



~h 1 Purse.theinstance =
new Purse(Purse.initcomm, r); i

Purse.initcomm
1

step() Purse

public void step() {

Document outdoc = null ;

Document indoc = null ;

if (comm.available() && exLogCounter < exLog.length)
indoc = comm.receive();

else return ;

indoc = checklndoc(indoc);

switch (getlnsByte(indoc)) {
case INS START FROM:

outdoc = startFrom(indoc.getPart(( short )2));

case INS START TO:

outdoc = startTo(indoc.getPart(( short )2));

SimpleComm

break ;

break ;



case INS_REQ:

outdoc = req(indoc.getPart(( short )2)); break ;
case INS_VAL:

outdoc = val(indoc.getPart(( short )2)); break ;
case INS_ACK:

ack(indoc.getPart(( short )2)); break ;

case INS_GET_BAL:

outdoc = getBalance(); break ;
case INS_GET_DATA:

outdoc = getData(); break ;
case INS GET_STATE:

outdoc = getState(); break ;
default

abort(); break ;

}

if (outdoc!= null )
comm.send(outdoc);

comm.available()

checkindoc getinsByte

checkindoc
getinsByte checkindoc
IntDocs

private Document checkindoc(Document indoc) {
if (indoc == null ) return null ;
if (indoc.is_encdoc()) {

}

else if (indoc.is_intdoc()) {

}

else if (indoc.is_doclist()) {
Document[] docs = ((Doclist)indoc).getDocs();
if (docs.length==2) {

Document partl = indoc.getPart(( short )1);
Document part2 = indoc.getPart(( short )2);
if ( partl != null && partl.is_intdoc()

&& part2 '= null && part2.is_doclist()) {

byte [] partlvalue = partl.getValue();
Document[] part2docs = ((Doclist)part2).getDocs();
if (partlvalue.length == 2 &&



partlvalue[0] == 0 &&
partlvalue[1l]==INS_START_ FROM) {
if (part2docs.length==3 &&

part2docs[0] != null &&
part2docs[0].is_intdoc() &&
part2docs[1] != null &&
part2docs[1].is_intdoc() &&
part2docs[2] != null &&
part2docs[2].is_intdoc())
return  indoc;
}
}

}

}

return null :

}

partl.is-intdoc()
instanceof

null ?
NullPointerExceptions

byte[ ] IntDocs

partlvalue.length == 2 &&
partlvalue[0] == 0 &&
partlvalue[1]==INS_START_FROM

getinsByte
private byte getlnsByte(Document d) {
byte [] insba = null ;
if (d==null ) return O;

if (d.is_doclist())
insba = d.getPart((
else

insba = d.getValue();

short )1).getValue();

Document

null

null

IntDocs



if (insba == null || insba[0] != 0 || insba.length != 2)
return  0;
byte ins = insba[l];

if ( ins==INS_START_FROM
[| ins==INS_START_TO
[[(ins==INS_REQ && state==STATE_EPR)
[[(ins==INS_VAL && state==STATE_EPV)
[l[(ins==INS_ACK && state==STATE_EPA)
[| ins==INS_GET_BAL
[| ins==INS_GET_DATA
[| ins==INS_GET_STATE) return  ins;
else return ( byte )O;

byte[ ]
insba Doclist IntDoc
byte[ ]
checkindoc byte[ ]

private  Document startFrom(Document indoc) {

Document dmsgna =

checkName(indoc.getPart(( short )1));
short value_short =
checkBalanceMinus(indoc.getPart(( short )2));
short nextSeqNoToPurse =
checkSegNoOtherPurse(indoc.getPart(( short )3));

if ( 32767 <= sequenceNo

|| nextSegNoToPurse == -
[| value_short == -

|| dmsgna == null ) {
abort();

return null :

if (state !'= STATE_IDLE)
abort();

if (exLogCounter < exLog.length){
mkpd(name,sequenceNo,dmsgna.getValue(),



nextSeqNoToPurse,value_short);
sequenceNo++;
state = STATE_EPR;
return  generateOutmsg(INS_START_TO);

}
else return null :
}
checkName checkBalanceMinus
checkSeqNoOtherPurse
null abort()
abort
pd
mkpd(...)
pd
byte[ ]
pd Purse
Purse
pd byte[ ]
sequenceNo state STATE_EPR
pd
generateOutmsg startFrom
req()
private Document reg(Document indoc) {
if ('pd.equals(indoc)){
abort();
return null :
}
balance = ( short )
(balance -
Util.getShort(pd.getPart(( short )5).getValue(),

('short )0));
state = STATE EPA;
return  generateOutmsg(INS_VAL);}



pd

equals
Util.getShort byte[ ]
pd short
generateOutmsg
.exlog Doclist
null exLogCounter
MAX_LOG_LENGTH Document
exLog
.exLog null Doclist[]
MAX_LOG_LENGTH
exLogCounter
Doclist null
.docs null
.docs Document[]
.docs
null IntDoc

byte[ ] IntDocs null



Purse

.exLog .exLogCounter = 2

Doclist[]

Doclist

.docs

Doclist[] Doclist[]

2
IntDocy IntDoc

/

2 3
IntDocy IntDoc

Lol L1

IntDoc

IntDoc IntDoc

ya /. / ya /. /
-value .value .value .value .value .value .value .value wvalue wvalue
byte[8] byte[2] )¢ byte[8]1 ) byte[2] § byte[2] byte[8] byte[2] )£ byte[8] ) byte[2] ) byte[2]

byte[ ] IntDocs

> > > > > > > > > >



.exLog

Purse
generateOutmsg
.exLogs
.exLogCounter
exLogCounter
exLogCounter

short



.sequenceNo

key

.pd

bytef ]

short

byte

IntDoc .name

short

.balance

.State



.exlog
exLogCounter

short .exLogCounter










step

checklinDoc



AINV

AINV
MONDEX-STEP
.......................... ,‘..---------....---------..)‘ mmmmmmmmacsmccccee=--

CHECKINDOC [ GETINSBYTE . PSTARTFROM

\
A 5 B s
AN [y ’ Phd
. ) .
. 4 ’
S [ ’ .’
-~ A . d
.. . ’ Re
.. \ B K
‘A « B .
TOSTORE receive() checkinDoc() getinsByte() “startfrom() send() FROMSTORE
N N 3 > —)—)
» » » »
TOSTORE step() FROMSTORE
—_— _— — — — — — — — _)_ —_— —
MONDEX-STEP-CONCRETE
recelve
checkinDoc() getinsByte

startfrom()
send()



receive

receive

receive



receive checklinDoc

checkinDoc




startFrom

startFrom
checkinDoc
startFrom
NullpointerException null
checkinDoc
checkinDoc
checkinDoc

null




1 0
2 0
startFrom mkpd
byte[ ]
short .pd byte[ ]
.name Purse
indoc
byte[ ]
.pd Purse
mkpd
SF_NAME
Doclist indoc Purse
.docs
Doclist[]
.docs bytels]

Doclist[]
Doclist

2 3
IntDocy IntDoc.

.value
byte[ZJK[ Doclist[?ocs

L1 L1 101
.vaILV .value .value .vaIueL
byte[2] byte[8] byte[2] byte[2]

IntDoc

IntDoc [Po_seqno1] [Po_NamE2] [Po_seqno2][Po_amounT]

.value

byte[2]
[sF_seano]  [sF_aMOUNT] value

Schematische Implementierung:

' '
' '
' '
' '
' '

i mkpd(){ ;

! PD_NAME1 = NAME !
byte[8] ! PD_SEQNO1 = SEQNO :
: PD_NAME2 = SF_NAME :
! PD_SEQNO2 = SF_SEQNO !
: :
' '
: :

SF_NAME bzw. PD_NAME1 PD_AMOUNT = SF_AMOUNT



receive

Purse

abort






val

balance paydetails

Document

short
PayDetails



PayDetails

select

select

process

showProperties

exLog
exLog

ALL VALUE ACCOUNTED

exLog

Purse
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package swt.documents.middleware;

import  swt.documents.crypto. *;
import swt.documents.  *;
import  swt.util.ByteArray;

public class Coding
implements  swt.documents.crypto.Cryptolnterface,
swt.documents.middleware.SimpleComm{

private BACrypto bacrypto;
private BAComm bacomm;

private static final byte EMPTYDOCTYPE =bfte )0;
private static final byte INTDOCTYPE = (yte )1;
private static final byte KEYDOCTYPE = Ryte )2;
private static final byte NONCEDOCTYPE =byte )3;
private static final byte SECRETDOCTYPE =Dbjte )4;
private static final byte HASHDOCTYPE = biyte )5;
private static final byte ENCDOCTYPE = kyte )6;
private static final byte SIGDOCTYPE = pyte )7;
private static final byte DOCLISTTYPE = (byte )8;
int ¢ = 0;

public  Coding(BACrypto bacrypto, BAComm bacomm){
this .bacrypto = bacrypto;
this .bacomm = bacomm;

}

public byte [] encode(Document d) {
return  encoderec(d, 0);

}

public byte [] encoderec(Document d, int c){
if (c > 1000000000) return null ;



byte [] docValue = null ;
byte head = 0;

byte [] bytes = null ;
if (d== null ){
return new byte [[{ EMPTYDOCTYPE, 0, 0, 0, O };
}
else if (d instanceof IntDoc){
docValue = ((IntDoc)d).getValue();
if (docValue == null || ! noLeadingZeros(docValue,0))
return null :
head = INTDOCTYPE;
}
else if (d instanceof KeyDoc){
Key key = ((KeyDoc)d).getKey();
if (key == null )
return null :
docValue = key.getBA();
if (docValue == null || ! noLeadingZeros(docValue,0))
return null :
head = KEYDOCTYPE;
}
else if (d instanceof NonceDoc){
Nonce nonce = ((NonceDoc)d).getNonce();
if (nonce == null )
return null :
docValue = nonce.getNonce();
if (docValue == null || ! noLeadingZeros(docValue,0))
return null :
head = NONCEDOCTYPE;
}
else if (d instanceof SecretDoc){
docValue = ((SecretDoc)d).getSecret();
if (docValue == null || ! noLeadingZeros(docValue,0))
return null ;
head = SECRETDOCTYPE;
}
else if (d instanceof HashDoc){
docValue = ((HashDoc)d).getHash();
if (docValue == null )
return null :
head = HASHDOCTYPE;
}
else if (d instanceof EncDoc){

docValue = ((EncDoc)d).getEncrypted();
if (docvValue == null )

return null :
head = ENCDOCTYPE;



}

else if (d instanceof SigDoc){
docValue = ((SigDoc)d).getSig();

if (docValue == null )
return null ;
head = SIGDOCTYPE;
}
else if (d instanceof Doclist){
docValue = new byte [0];
head = DOCLISTTYPE;
Document]] docs = ((Doclist)d).getDocs();
if (docs == null || ! docArray(docs))
return null :
for (int i = 0; i < docs.length; i++)
{
byte [| b = encoderec(docs|i], ¢ + 1);
if (b == null ) return null ;
if (( int )(b.length + docValue.length) < 0)
return null ;
docValue = ByteArray.append(docValue, b);
}
}
if (docValue == null )
return null :
if (docValue.length > 2147483642)
return null :

bytes = new byte [5 + docValue.length];
setHead(head, bytes, docValue.length);
ByteArray.copy(docValue,0, bytes, 5, docValue.length);
return  bytes;

}

private boolean docArray(Document]] r){
if (r instanceof IntDoc[] ||
instanceof SecretDoc|] ||
instanceof NonceDoc[] ||
instanceof KeyDoc]] ||
instanceof HashDoc[] ||
instanceof EncDoc]] ||
instanceof SigDoc[] ||
instanceof Doclist[] )
return false ;

return true

}

—_ =~ = =~ =~ =~ =

private void setHead( byte head, byte [| bytes, int length){



bytes[0] = head;
ByteArray.setint(bytes,1,length);
}

public Document decode( byte [] b){
if (b '= null && validEncoding(b)){
if (b[0] == INTDOCTYPE){
return new IntDoc(ByteArray.restn(5, b));
}
else if (b[0] == KEYDOCTYPE){
return new KeyDoc( new Key(ByteArray.restn(5, b)));
}
else if (b[0] == NONCEDOCTYPE){
return new NonceDoc( new Nonce(ByteArray.restn(5, b)));
}
else if (b[0] == SECRETDOCTYPE)
return new  SecretDoc(ByteArray.restn(5, b));
}
else if (b[0] == HASHDOCTYPE)
return new HashDoc(ByteArray.restn(5, b));
}
else if (b[0] == ENCDOCTYPE)
return new EncDoc(ByteArray.restn(5, b));
}
else if (b[0] == SIGDOCTYPEX
return new  SigDoc(ByteArray.restn(5, b));
}
else if (b[0] == DOCLISTTYPE)
return  decodelist( ByteArray.restn(5, b) );

}
}

return null :

}

private Doclist decodelList( byte [] bytes){
if (bytes.length == 0)
return new Doclist();

int length = ByteArray.getint(bytes, 1);

Document doc =

decode( ByteArray.firstn(length + 5, bytes) );
Doclist doclist =

decodelList( ByteArray.restn(length + 5, bytes) );

return  doclist.cons(doc);

}



private boolean validEncoding( byte [] bytes){
if (bytes == null ) return false ;
if (bytes.length == 0) return false ;

if ( bytes[0] == INTDOCTYPE
|| bytes[0] == KEYDOCTYPE
|| bytes[0] == NONCEDOCTYPE
|| bytes[0] == SECRETDOCTYPE){
if (( bytes I= null
&& bytes.length <= 2147483647
&& 6 <= bytes.length) )
return false :
int length = ByteArray.getint(bytes, 1);
if (length != bytes.length - 5)
return false ;
if ( 'noLeadingZeros(bytes, 5) )
return false ;
return true

else if (bytes[0] == DOCLISTTYPE)
if (Y bytes != null
&& bytes.length <= 2147483647
&& 5 <= hytes.length) )
return false ;
int length = ByteArray.getint(bytes, 1);
if (length != bytes.length - 5)
return false :
if ( !validListEncoding( ByteArray.restn(5, bytes) ) )
return false :
return true ;

else if ( bytes[0] == HASHDOCTYPE
|| bytes[0] == ENCDOCTYPE
|| bytes[0] == SIGDOCTYPE)
if (( bytes I= null
&& bytes.length <= 2147483647
&& 5 <= bytes.length) )
return false :
int length = ByteArray.getint(bytes, 1);
if (length != bytes.length - 5)
return false ;
return true

else if (bytes[0] == EMPTYDOCTYPE){
if ( Y(bytes != null && 5 == bytes.length) )
return false ;



int length = ByteArray.getint(bytes, 1);
if (length !'= 0)

return false ;
return true

}
else
return false ;
}
private boolean validListEncoding( byte [] b){
if (b == null )

return false ;
if (b.length == 0)
return true ;
else {
if (U b = null
&& b.length <= 2147483647
&& 5 <= bh.length) )
return false :

int length = ByteArray.getint(b, 1);
if (length + 5 > b.dength || length < 0)
return false ;
if ( 'validEncoding(
ByteArray.firstn(length + 5, b)) )
return false :
if ( !validListEncoding(
ByteArray.restn(length + 5, b)) )
return false ;
return true

}

}

private boolean nolLeadingZeros( byte [] b, int offset){
if (b.length == 0) return false ;
if (  bfoffset] == byte )0

&& (offset + 1) != b.length
&& Dbloffset + 1] >= ( byte )0)
return false :

if (  b[offset] == byte )-1
&& (offset + 1) != b.length
&& Dbloffset + 1] < ( byte )0)
return false ;

return true

}

[[++++++++++++H+ bbb bbb



public void send(Document d){
bacomm.send(encode(d));

}

public  Document receive(){
byte [] bytes = bacomm.receive();

if (bytes != null )
return  decode(bytes);
return null
}

public boolean available(){
return  bacomm.available();

}
public byte [] encrypt(Key k, Document d){
byte [] b = encode(d);
if (b!= null )
return  bacrypto.encrypt(b, k.getBA());
return null
}

public Document decrypt(Key k, Document d){
Document dO = null
if (d instanceof EncDoc)
d0 = decode(
bacrypto.decrypt(
((EncDoc) d).getEncrypted(),
k.getBA()));
if (dO instanceof IntDoc)
return null
return  doO;

}

public byte [] hash(Document d){
byte [] b = encode(d);
if (b!'= null )
return  bacrypto.hash(b);
return null

}

public byte [] sign(Key k, Document d) {
byte [] b = encode(d);
if (b!= null )
return  bacrypto.sign(b, k.getBA());
return null



}

public boolean verify(Document plain, Document sig, Key k){
if (sig instanceof SigDaoc)
return  bacrypto.verify(
((SigDoc)sig).getSig(),
encode(plain),
k.getBA());
else
return false

}

public byte [] nextNonce(){
return  bacrypto.nextNonce();

}

}



package swt.cindy;

import
import
import
import
import

swt.documents.Doclist;
swt.documents.Document;
swt.documents.IntDoc;
swt.documents.NonceDoc;

swt.documents.comm.CommlInterface;

public class

private

private
private
private
private
private
private
private
private
private
private

private
private
private

public

static

static
static
static
static
static
static
static
static
static
static

Protocol {

final
final
final
final
final
final
final
final
final
final

Protocol theinstance;

byte
byte
byte
byte
byte
int
int
int
int
int

[ CINEMA = {55,5,0,0,0,1};

LOADTICKET = 1;
BUYTICKET = 3
PASSTICKET = 4,
PRESENT = 5;
MAXTICKETLEN = 100;
USERPORT = 1;
PHONEPORT = 2;

DISPLAYPORT = 3;
DIRECTSEND = 1,

Comminterface comm;
Comminterface initcomm;

static

Doclist tickets;

Protocol(Comminterface comm){
this .comm =
/[ initialize database
tickets =

new Doclist();

comm;



public void step(q{

if (comm.available(USERPORT)){
/I user-request (buy, passon oder present)
Document inmsg = comm.receive(USERPORT);
userStep(inmsg);

}

else if (comm.available(PHONEPORT))X
/I received a SMS (loadticket)
Document inmsg = comm.receive(PHONEPORT);

phoneStep(inmsg);

}

}

private void phoneStep(Document inmsg) {
Document originator = inmsg.getPart(1);
inmsg = inmsg.getPart(2);
Doclist ticket = getTicket(inmsg, originator);
if (ticket != null  && tickets.len() < MAXTICKETLEN){

tickets = tickets.attach(ticket);

}

}

private void userStep(Document indoc) {
indoc = indoc.getPart(2);
[IPRESENT

int index = getPresentindex(indoc);
if (0 <= index) {
comm.send(
nonce(tickets.getPart(index+1)),
CINEMA, DISPLAYPORT, DIRECTSEND);
return ;

}

IIPASSON
index = getPassIndex(indoc);
if (0 <= index) {
byte [] receiver = getReceiver(indoc);
comm.send(
new Doclist( new Document[]{
new IntDoc( new byte [{LOADTICKET}),
ticketdata(tickets.getPart(index+1))}),
receiver,
PHONEPORT,
DIRECTSEND);
return ;



//BUY (only forwarding user request)

boolean ok = okTicketData(indoc);

if (ok)

{
comm.send(indoc,CINEMA, PHONEPORT, DIRECTSEND);
return ;

}
}

private byte [] getReceiver(Document indoc) {
return  ((IntDoc)(indoc.getPart(2)).getPart(2)).getValue();

}

private int getPassIndex(Document indoc){
if (indoc != null && indoc.is_comdoc()){
byte [] ins = indoc.getPart(1).getValue();
if (ins.length == 1 && ins[0] == PASSTICKET)
indoc = indoc.getPart(2);
if (indoc != null && indoc.len() == 2) {
Document indocl = indoc.getPart(1);
Document indoc2 = indoc.getPart(2);
if (indocl != null && indocl.is_intdoc()
&& indoc2 '= null && indoc2.is_intdoc())
{
if (indocl.getValue().length == 1 &&
0 <= indocl.getValue()[0] &&
indocl.getValue()[0] < tickets.len())
return  indocl.getValue()[0];

}
}
}
}
return -1;
}
private boolean okTicketData(Document indoc){
if (indoc != null  && indoc.is_comdoc())
{

byte [] ins = indoc.getPart(1).getValue();
if (ins.length == 1 && ins[0] == BUYTICKET) {
indoc = indoc.getPart(2);
if (indoc!= null  && indoc.len() == 2){
Document indocl = indoc.getPart(1);
Document indoc2 = indoc.getPart(2);
if (indocl != null && indocl.is_intdoc() &&
indoc2 !'= null && indoc2.is_intdoc()) {



return true

}
}

return false :

}

private  Doclist getTicket(Document indoc,
Document originator) {
if (indoc != null  && indoc.is_comdoc()){

byte [] ins = indoc.getPart(1).getValue();

if (ins.length == 1 && ins[0] == LOADTICKET)

{

indoc = indoc.getPart(2);

if (indoc != null && indoc.len() == 2){

Document indocl = indoc.getPart(1);
Document indoc2 = indoc.getPart(2);

if (indocl != null && indocl.is_intdoc() &&
indoc2 '= null && indoc2.is_noncedoc()){
return new  Doclist(originator, indoc);
}
}
}
}
return null
}
private int getPresentindex(Document indoc) {
if (indoc != null  && indoc.is_comdoc()){
byte [] ins = indoc.getPart(1).getValue();
if (ins.length == 1 && ins[0] == PRESENT)
{
indoc = indoc.getPart(2);
if (indoc != null && indoc.is_intdoc())
{
if (indoc.getValue().length == 1
&& 0 <= indoc.getValue()[0]
&& indoc.getValue()[0] < tickets.len()) {
return  indoc.getValue()[0];
}
}
}
}

return -1;









package mondexOnCard;

import  javacard.framework. *

import swt.documents.  *;

import  swt.documents.middleware. *;

import  swt.documents.crypto. *

public class Purse {
private static Purse theinstance;
private static SimpleComm initcomm;
private static Document initdata;
private static final byte STATE_IDLE = 1;
private static final byte STATE EPR = 2;
private static final byte STATE_EPV = 3;
private static final byte STATE_EPA = 4;
private static final byte INS_START_FROM = 1;
private static final byte INS_ START TO = 2;
private static final byte INS_REQ = 3;
private static final byte INS_VAL = 4;
private static final byte INS_ACK = 5;
private static final byte INS_GET_BAL = 6;
private static final byte INS_GET_DATA =7,
private static final byte INS_GET_STATE = 8;
private byte ] name;
private short sequenceNo;
private short balance;
private byte state;
private short exLogCounter;
private Doclist[] exLog;



private
private
private
private
private

private
private

public

Doclist pd;

Doclist outmsg;
Doclist getdata doc;
EncDoc encmsg;
IntDoc bal_state doc;

SimpleComm comm;
SessionKey key;

Purse(SimpleComm initcomm, Document initdata) {

/[ check initdata:

/I document must be of type:

/I doclist(intdocl,intdoc2,intdoc3)

/I intdocl must have 8 digits (thename)
/I intdoc2 must have 2 digits (initbal)

/I intdoc3 must have 2 digits (loglen)

Document thename = initdata.getPart(( short )1);
Document initbal = initdata.getPart(( short )2);
Document loglen = initdata.getPart(( short )3);
if (I(thename != null  && thename.is_intdoc() &&
thename.getValue().length == &&
initbal I= null  && initbal.is_intdoc() &&
initbal.getValue().length == 2 &&
loglen I= null  && loglen.is_intdoc() &&
loglen.getValue().length == 2)) return ;
short theloglen = Util.getShort(loglen.getValue(),
(short )0);
short thebalance = Util.getShort(initbal.getValue(),
(short )0);
if (theloglen<=0 || thebalance <=0) return ;

/[ init all fields
initExLog(theloglen);
initPaydetails();
initSimpleFields();
initSessionKey();
initOutMessages();

/I save name, balance and comminterface
Util.arrayCopy(thename.getValue(),( short )0,

name,( short )0,( short )8);

balance = thebalance;

comm

= initcomm;



private void initExLog(  short len) {
exLog = new Doaoclist[len];
exLogCounter = ( short )O;

}

private void initPaydetails() {
pd = new Doclist(
new Document[]{
new IntDoc( new byte [8]),
new IntDoc( new byte [2]),
new IntDoc( new byte [8]),
new IntDoc( new byte [2]),
new IntDoc( new byte [2])]);

}

private void initSimpleFields() {
sequenceNo = ( short )O0;
state = STATE_IDLE;
name = new byte [8];

}

private void initSessionKey() {
key = new SessionKey(
new byte [{1,2,3,4,5,6,7,8,9,0,
1,2,3,4,5,6,7,8,9,0,
1,2,3,4});
}

private void initOutMessages() {
outmsg = new Doclist(
new Document[{
new IntDoc( new byte [2]), null });
bal_state_doc = new IntDoc( new byte [2]);
getdata doc = new Doclist(
new Document[]{
new IntDoc( new byte [8]),
new IntDoc( new byte [2])});
encmsg = new EncDoc( new byte [56]);

}

private void mkpd( byte 