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Abstract

This paper presents an interactive proof method for thdivation of temporal properties of
concurrent systems based on symbolic execution. Symbxdcution is a well known and very
intuitive strategy for the verification of sequential pragrs. We have carried over this approach
to the interactive verification of arbitrary linear templdagic properties of (infinite state) parallel
programs. The resulting proof method is very intuitive t@lgpand can be automated to a large
extent. It smoothly combines first order reasoning with oeasg in temporal logic. The proof
method has been implemented in the interactive verificaiosironment KIV and has been used in
several case studies.

1 Introduction

Compared to sequential programs, both the design and tifeeagon of concurrent systems is more
difficult, mainly because the control flow is more complexrtiealarly, for reactive systems, not only
the final result of execution but the sequence of output ovex is relevant for system behavior. Finding
errors by means of testing strategies is limited, becausgeogally for interleaved systems, an expo-
nential amount of possible executions must be considerée. ekecution is nondeterministic, making
it difficult to reproduce errors. An alternative to testirggthe use of formal methods to specify and
verify concurrent systems with mathematical rigor. Auttimanethods — especially model checking —
have been applied successfully to discover flaws in the desig implementation of systems. Starting
from systems with finite state spaces of manageable sizanadsin model checking aims at mastering
ever more complex state spaces and to reduce infinite ststeensy by abstraction. In general, systems
must be manually abstracted to ensure that formal analysisriates. An alternative approach to large
or infinite state spaces are interactive proof calculi. Ttiegctly address the problem of infinite state
spaces. Here, the challenge is to achieve a high degreeamhatibn. Existing interactive calculi to rea-
son in temporal logic about concurrent systems are gepetiffiicult to apply. The strategy of symbolic
execution, on the other hand, has been successfully appligek interactive verification of sequential
programs (e.g. Dynamic LogiEl[9,111]). Symbolic executidvreg intuitive proofs with a high degree of
automation.

Combining Dynamic Logic and temporal logic has already heesestigated, e.g. Process Lodic][17]
and Concurrent Dynamic Logi€TlL6] and more recerifly 8, THese works focus on combinations of
logic, while we are interested in an interactive proof methased on symbolic execution. Symbolic
execution of parallel programs has been investigated irhijever, this approach has been restricted to
the verification of pre/post conditions. Other approachieéien restricted to the verification of certain
types of temporal properties. Our approach presents aragitee proof method to verify arbitrary
temporal properties for parallel programs with the stratefgsymbolic execution and thus promises to
be intuitive and highly automatic.

Our logic is based on Interval Temporal Logic (ITLY[15]. Tétwop operatod; ¢ of ITL corresponds
to sequential composition and programs are just a spedalafdaemporal formulas. In addition, we have
defined an interleaving operatgr|| ¢ to interleave arbitrary temporal formulas. Our logic egjbly
considers arbitrary environment steps after each systmsition, which is similar to Temporal Logic of
Actions (TLA) [13]. This ensures that systems are compmsiti and proofs can be decomposed. In total,
we have defined a compositional logic which includes a riddgmamming language with interleaved
parallel processes similar to the one of STEP [7]. Impor@aninteractive proofs, system descriptions
need not be translated to flat transition systems. The emalitectly reasons about programs.
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A short overview of our logic is given in Secti@h 2. The calsifor symbolic execution is described
in SectiorB. The strategy has been implemented in KIV (seéd®¥4). Sectiofl6 concludes. For more
details on the logic and calculus, especially on inductiod double primed variables to decompose
proofs, we refer td]2].

2 Logic

Similar to [15], we have defined a first order interval tempdogic with static variablesa, dynamic
variablesA, functionsf, and predicatep. Letv be a static (i.e. constants - written in small letters) or
dynamic variable. Then, the syntax of (a subset of) our leydefined

e = alA|A|A"]|f(e...,en)

o = p(el7""en)’_'¢‘¢l/\¢2’3v'¢
| step| ¢1; ¢2 | ¢~
| [A1>--'7An—| | ¢1||< ¢2

Dynamic variables can be primed and double primed. It isiptesg quantify both static and dynamic
variables. The chop operatgr; ¢, directly corresponds to the sequential composition of .
The star operatog* is similar to a loop. We have added an operdi#y,...,A,| to define an explicit
frame assumption. Furthermore, operagi|~ ¢, can be used to interleave two “processes”. The basic
operatoi|~ gives precedence to the left process, i.e., a transitigh & executed first.

State: o9 0y O01 0, 0O» 0, O3 O3 Oy
Intervall: O—_r =O—_7r =O—_"Fr =0O—_r =0

— = system transition
- —-= = environment transition

Figure 1: An interval as sequence of states

InITL, aninterval is considered to be a finite or infinite sence of states, where a state is a mapping
from variables to their values. In our setting, we introdaedéitional intermediate states to distinguish
between system and environment transitions. For intyittmmpare the following to Figurld 1. Let
ne N”. An interval

| = (0o,0%,01,-..,0n_1,0n)

consists of an initial statep, and a finite or infinite and possibly empty sequence of ttiamsi(o; 0i+1)}";01.
In the intermediate states the values of the variables after a system transition aredtd he follow-
ing stateso;, ; reflect the states after an environment transition. In tlaamer, system and environment
transitions alternate. An empty interval consists onlyrofratial stateoy.

Given an interval, variables are evaluated as follows:

vl = oo(v)

[ oyA) if]l]>0
[AT = { ag(A) otherwise
p o o1(A) if|l|>0
AT = { a(l)(A) otherwise

Static and unprimed dynamic variables are evaluated imikialistate. Primed variables are evalu-
ated ingj) and double primed variables @ . In the last state, i.e. ifis empty, the value of a primed or
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double primed variable is equal to the unprimed variablies. dssumed that after a system has terminated,
the variables do not change.

The semantics of the standard ITL operators can be carried @ve-to-one to our notion of an
interval, and is therefore omitted here. [[n][15], howevesignments only restrict the assigned variables,
whereas program assignments leave all other dynamic \esialnchanged. This is known as a frame
assumption. In our logic, we have defined an explicit fransiagption[A, ..., Ay] which states that a
system transition leaves all but a selection of dynamicatdeis unchanged.

| = [Ag,..., Ay iff  0j(A) = ag(A) forall A {Aq,..., Ay}

Details on frame assumptions can be foundln [2].

The interleaving operatap ||~  interleaves arbitrary formulagsandy. The two formulas represent
sets of intervals. We have therefore defined the semanti$|ofy relative to the interleavinglf ||~ 12]]
of two concrete intervalg, andls.

lE=o ||~ @ iff there existly,ly
with 1 € [11 ||~ 1.] and Iy = ¢ andl, = ¢

For nonempty intervall, = (0o, 0y, 01,... ), andly = (To, Tj, T1, . . . ), interleaving of intervals adheres to
the following recursive equations.

(00,08) @[ (o1,...) || 121, if 11 is not blocked
M= 1] = (10, 70) ©[(01,...) || (T1,-..)], if I is blocked,gp = To
0, otherwise

D[zl = [T DUl L]

Interval 11 is blocked, if gj(blk) # op(blk) for a special dynamic variablelk. The system transition
toggles the variable to signal that the process is currdsitgked (seeawait statement below). If;

is not blocked, then the first transition kfis executed and the system continues with interleaving the
remaining interval with,. (Function® prefixes all of the intervals of a given set with the two adutl
states.) Ifi1 is blocked, then a transition ¢f is executed instead. However, the blocked transitioR of

is also consumed. A detailed definition of the semantics ediobnd in [2].

Additional common logical operators can be defined as aldtiens. A list of frequently used
abbreviations is contained in Talille 1, where most of the eidtions are common in ITL. The next
operator comes in two flavors. The strong next requires that there is a next step satisfyingthe
weak nexte ¢ only states that if there is a next step, it must satgsfy

As can be seen in Tadlg 1, the standard constructs for segjyenaigrams can be derived. Executing
an assignment requires exactly one step. The valwei®fassigned” to the primed value & Other
variables are unchange(]). Note that for conditionals and loops, the conditiprevaluates in a single
step. For local variable definitions, the local variable usugtified @ A), in addition, the environment
cannot access the local variabie A = A'). The global value of the variable is unchangedq = A).

Parallel programs communicate using shared variablesder ¢to synchronize execution, the opera-
tor await (y do ¢ can be used. A special dynamic variablkis used to mark whether a parallel program
is blocked. Theawait operator behaves like a loop waiting for the condition to &iesfied. While the
operator waits, no variable is changed except for variblidevhich is toggled. In other words, a process
guarded with arawait operator actively waits for the environment to satisfy wsdition. Immediately
after conditiony is satisfied, construah is executed.
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more = step;true OS¢ = Ainite; ¢
last ;= - more g¢ = -O-¢
inf = true; false o¢p = step ¢
finite = -—inf op = —o-¢
A:i=e = A =eA[A] Astep
skip = [] Astep
if Ythen¢yelsegp, = @Y A (skip; ¢1) V = @ A (sSkip; ¢2)
while g do¢ = ((¢ A (skip; ¢))* A DO (last— — ¢p)); skip
varAing = OA=AANTFAPADA =A
bskip := blk # blk A [bIk] A step
await¢ doy = ((— ¢ Abskip)* AT (last— ¢)); @
await ¢ = await ¢ do skip
¢lly = olFwvul¢

Table 1: Frequently used temporal abbreviations

3 Calculus

Our proof method is based on a sequent calculus with calculas of the following form:

MEA ... ThEA
Mr=A

Rules are applied bottom-up. Rulamerefines a given conclusidn - A with n premised’; - 4;. We
also rely heavily on rewriting with theorems of the fogmn— (. These allow to replace instancesgof
with instances ofy anywhere in a sequent.

3.1 Normal form

Our proof strategy is symbolic execution of temporal foraslparallel programs being just a special
case thereof. In Dynamic Logic, the leading assignment of. dddmula (v:= e a) ¢ is executed as

follows:
nev=epr(a) ¢

Fr=(vi=e) (a) ¢
r=(vi=ea)¢

asgr
normalize

The sequential composition is normalized and is replacédasuccession of diamond operators. After-
wards, the assignment is “executed” to compute the stropgssconditior™ 2, v = &/ (The substitution
M means that variableis replaced with variablgg in I'). In our setting, we normalize all the temporal
formulas of a given sequent by rewriting the formulas to aated normal form which separates the
possible first transitions and the corresponding temporattilas describing the system in the next state.
Afterwards, an overall step for the whole sequent is exelc(gee below). More formally, a program (or
temporal formula) is rewritten to a formula of the followitygpe

TAoQ

wherer is a predicate logic formula that describes a transition ieeation between unprimed, primed
and double primed variables whilg describes what happens in the rest of the interval. A program
may also terminate, i.e., under certain conditions, theectirstate may be the last. Furthermore, the
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o.r=A YreA | P2 I A
¢ \/L,U,r}_A dis | m eXI(%¢free(¢)\{a}Ufre9(r,A))
TAN A TR,
st Ist (a¢ free(T)) TodE stp (a,ap ¢ free(1,¢))

Table 2: Rules for executing an overall step

aw: O¢ <« o¢AeD@
ev: S = PVol @

Table 3: Rules for executing temporal logic operatarand<

next transition can be nondeterministic, i.e., differgnwith correspondingp; may exist describing the
possible transitions and corresponding next steps. kirthkbre may exist a link between the transition
T, and systenmp; which cannot be expressed as a relation between unprimetggyrand double primed
variables in the transition alone. This link is capturedxistentially quantified static variables which
occur in botht; and¢;. The general pattern to separate the first transitions ofemdgemporal formula is

To A last v \/ in:l(ﬂ a.T Ao ¢i).

We will refer to this general pattern as normal form.

3.2 Executing an overall step

Assume that the antecedent of a sequent has been rewrittennt@l form. Further assume — to keep it
simple — that the succedent is empty. (This can be assumexiraslés in the succedent are equivalent
to negated formulas in the antecedent. Furthermore, dduvemaulas in the antecedent can be combined
to a single normal form.)

o A last v \/ in,l(ﬂ a.TiNo¢)F

With the two rulesdis | andex | of Table[2, disjunction and quantification can be eliminatédr the
remaining premises,
10 A last- iAo @i -

the two ruledst andstpcan be applied. If execution terminates, all free dynami@béesA — no matter,

if they are unprimed, primed or double primed — are replagefidsh static variablea. The result is a
formula in pure predicate logic with static variables onlfyich can be proven with standard first order
reasoning. Rulstpadvances a step in the trace. The values of the dynamic lesidlandA’ in the old
state are stored in fresh static variabdesnda,. Double primed variables are unprimed variables in the
next state. Finally, the leading next operators are digthrd he proof method now continues with the
execution ofg;.

3.3 Executing temporal logic

The idea of symbolic execution can be applied to formulasofgoral logic. For example, operator
O ¢ is similar to a loop in a programming language: formgla executed in every step. An appropriate
rewrite rule isalw of Table[3. Formul@ must hold now, and in the next stepg holds again. To arrive at
a formula in normal form, the first conjunct of the resultimgriulag A e O ¢ must be further rewritten.
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F¢1— ¢

oL Y — o @ chp lem
chpdis: (p1V ¢2); 0 < ;Y Vo
chp ex: Ha ¢); ¢ <~ Jag. ¢y
chplst: (T Alast); ¢y < Tﬁ,ﬁ,, AY
chpstp: (TAod)y <« TA0(P;Y)

Table 4: Rules for executing sequential composition

The rewrite rule above corresponds to the recursive definiti 0 ¢. Other temporal operators can be
executed similarly.

3.4 Executing sequential composition

The execution of sequential composition of progragnsp is more complicated as we cannot give a
simple equivalence which rewrites a composition to normaht The problem is that the first formula
¢ could take an unknown number of steps to execute. Only gfteas terminated, we continue with
executingy.

Rules for the execution af; ¢ are given in Tabl&l4. In order to execute composition, tha iddo
first rewrite formulag to normal form

(ToAlast\/\/(H a. T A0¢i)):lﬂ

The first sub-formul@ can be rewritten with rulehp lemof Table[4. Ifitis valid thakp; implies ¢, then
¢1; Y also impliesgp,; Y. (This rule is a so-called congruence rule.) After rewgtihe first sub-formula
to normal form, we rewrite the composition operator. Ac@ogdo ruleschp disandchp ex composition
distributes over disjunction and existential quantificati If we apply these rules to the formula above,
we receive a number of cases

(to Alast);p v \/ Taio. (Tio Ao dio); @

In the first case, progragh terminates, in the other cases, the program takes a;sée continues with
programe;. Ruleschp Istandchp stpcan be used to further rewrite the composition. Dynamicaideis
A stutter in the last step, and therefore the primed and dquilsteed variableg\ andA” of 1 are replaced
by the corresponding unprimed variables if the first sulpafda terminates. The two rules give

Toﬁ}?,, NPV \/ Jao. Tio Ao (o )

In the first caseg has terminated and we still need to execyitéo arrive with a formula in normal
form. In the other cases, we have successfully separatefdrthela into the first transitiom; o and the
corresponding rest of the progragno; (.

3.5 Interleaving

As with sequential composition, the interleaving of pragsacannot be executed directly, but the sub-
formulas need to be rewritten to normal form first. The bagierator for interleaving is the left inter-
leaving operato® ||~ ¢ which gives precedence to the left process. In order to e&efcy the first
sub-formula must be rewritten to normal form before the afmritself can be rewritten.
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= ¢1— ¢
FoillT Y — 2" W

ividis: (p1V )|~y < ¢V~
iviex:  (Jag)|Ty < Ja o@| y
ap fresh with respect t¢free(¢) \ {a}) Ufree(y)
iiviIst: (T Alast) ||~ ¢ < T:,’i,, AP
ilvl stp: (T A — blocked A o @) ||~ w
— Jap. (Tae A~ blocked Ao (A=ax A @) || )
ilvl blk: (t A blocked Ao @) ||= @
—Jap1. (Fas. r,i‘{’,i%l) ANA=a1Ad)|lg ¥

ilvl lem

Table 5: Rules for executing left interleaving

For left interleaving, the rules of Tahblé 5 are similar to thées for sequential composition. Con-
gruence rulelvl lem makes it possible to rewrite the first sub-formula to nornoairf. Similar to chop,
left interleaving also distributes over disjunctidtvi(dis) and existential quantifiersh{l ex). If the first
formula terminates, execution continues with the secdublgt). This is similar to rulechp Ist Other-
wise, execution depends on the first process being blockéds hot blocked, ruldlvl stp executes the
transition and continues with interleaving the remainfngith (. Note that the double primed variables
of T are replaced by static variables which must be equal to the unprimed variables the next time
a transition of the first process is executed. This is to éstathe environment transition of the first
process as a relation which also includes transitions o#lvend. If the first process is blocked, then
rule ilvl blk executes the blocked transition; the process activelysweliile being blocked. However,
the primed variables of are replaced by static variables. the blocked transition of the first process
does not contribute to the transition of the overall invlag. Instead, a transition of the other process
is executed.

g1 — ¢
Fwlls ¢ — Wl o2

ivibdis: @l ($1V d2) < Ylls ¢V il é2
ivbex:  ¢lly Ba¢) < Ja Py o2

ag fresh with respect tofree(¢) \ {a}) Ufree(y)
iivb Ist: @ ||5 (T Alast) « false

iVbstp: @l (TA0g) — Zans 122 Ao (Wl (A=a0sA$))

ilvib lem

Table 6: Rules for executing blocked left interleaving

The situation where the first process is blocked and it resnmirexecute a transition of the second
process is represented by a derived oper@tfhi ¢ which is defined

¢l ¢ = (blockedAo¢)|~ @

and for which the rules of Tabld 6 are applicable. Again, tiles are very similar to the rules above.
A congruence ruldvlb lem ensures that the second sub-formula can be rewritten toatidomm. With
rulesilvlb dis andilvlb ex, the operator distributes over disjunction and existéa@ntification. If the
second process terminatdslb Ist is applicable, otherwisivib stp can be applied.
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use as Proof Lemma

X=1Y=2(al||B)F X:l,Y:é,(aHB)I—

X;ul,(a||‘Y\::2;B)}— Y=2,(X :_% 1;aII'B.)F

X:=1a||Y:=2;8F

Figure 2: Example of proof lemma rule

Similar rules have been defined for all the operators of ogicl{]. In summary, every temporal
formula can be rewritten to normal form, an overall step carekecuted, and the process of symbolic
execution can be repeated.

3.6 Induction and Proof Lemmas

To prove programs with loops, an inductive argument is regogs Just as for sequential progams, we
use well-founded and structural induction over datatypespecific rule for temporal induction over the
interval is unnecessary: if a liveness propedty is known, the equivalence

O ¢ IN.N"=N—1Luntil (N=0A )

can be used to induce over the number of stéjistakes to reach the first state satisfyifig To prove a
safety property such a liveness property can be derived ibg tise equivalencel ¢ < - < = ¢. The
proof is then by contradiction, assuming there is a numbef $teps, after whiclp is violated.

Execution of interleaved programs often leads to the sangese occurring in different branches of
the proof tree. Normally, the user would specify a lemma Wwhiian be applied to all these sequents. To
simplify this, we allow that a premise of the proof tree catoauatically used as lemma to close another
goal. An example is shown in Figuté 2. This generalisatiomprabf trees to (acyclic) proof graphs
allows the dynamic construction of verification diagraim&][1

4 Implementation

The interactive proof method has been implemented in KIV ] interactive theorem prover which
is available at[[T2]. KIV supports algebraic specificatiopsedicate logic, dynamic logic, and higher
order logic. Especially, reasoning in predicate logic agdashic logic is very elaborate. Support for
concurrent systems and temporal logic has been added. deoaisie effort has been spent to ensure
that the calculus rules are automatically applied to a lasgent. Almost all of the rules are invertible
ensuring that, if the conclusion is provable, the resulprgmises remain valid. The overall strategy is

e to symbolically execute a given proof obligation,
¢ to simplify the PL formulas describing the current state,
e to combine premises with the same sequent, and

e to use induction, if a system loop has been executed.
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I— o =
KIV'Speciiication Binom=

Fil: Theorems EProof Control Goal Strategy gimplifier Unit Edit Wiew Jtow Bxint Ranlem

@ Choice

Select heuristics. Current selection:
TL Heuristics + Exec

term Open goals: 1. Current goal: 1. Proof steps: 318

DL Heuristics + Case Splitting
simplifier [var § = 1, Y1 = y - 1, Y2 = y||DL Heuristics
weak simplifisr in begin TL Heuristics
weakening while n - k < Y1
apply induction do begin L
apply VD induction skip ; No Heuristics at all
weaken VD induction P2#(; 8) ; Select your own heuristics

var T1 = [?] in b
i

TL Heuristics + Exec

V2#(; 8) ;
Y1 ==
end ; @ N current proof (Zoom: 0.70)
skip Operations P —y—

end
Il
- Induction - begin

extract liveness Y2 := Y2 +1
generalise while Y2 <
- Complex rules --- do begin

i skip
avait
skip
P2#(;
var T

show asbru config
show asbru trace Vo#(;
¥2 :=
end ;
skip
end

-

Iz

IND-HYP, n # 1,
yO < k + 1, 1
y0 <y + k, y0
-

¢ laststep

Figure 3: Verification in KIV

5 \Verification in KIV

Figure[3 contains a screen-shot to illustrate how to coasproofs in KIV. In the lower right, the proof
graph is displayed. The main area in the large window costéia sequent under verification with the
partially executed parallel program and the first order fdews describing the current state. A list of
applicable proof rules is displayed to the left. Heuristiee used to automatically apply these rules.
Two set of heuristic§L Heuristics andTL Heuristics + Exec implement the overall strategy of
Sectior#.

6 Conclusion

We have successfully carried over the strategy of symbakcwtion to verify arbitrary temporal prop-
erties for concurrent systems. The proof method is basegirobdic execution, sequencing, and induc-
tion. How to symbolically execute arbitrary temporal folami— parallel programs being just a special
case thereof — has been explained in this paper.

Our proof method is easily extendable to other temporalaipes. For every operator, a set of rules
must be provided to rewrite the operator to normal form. Witles similar to the ones of TablEs 4
and®, we support in KIV operators for Dijkstra’s choice, glyronous parallel execution, and interrupts.
Furthermore, we have integrated STATEMATE state chaita§3jvell as UML state chart5l[5] as alter-
native formalisms to define concurrent systems. For all okatensions, the strategy of sequencing and
induction has remained unchanged and arbitrary tempanaluias can be verified.

Using double primed variables, we have defined a compositisemantics for every operator in-
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cluding interleaving of formulas. This allowed us to find atable assumption-guarantee theorem to
apply compositonal reasoning [6]. This technique is verganant to verify large case studies.

The implementation in KIV has shown that symbolic executtan be automated to a large extent.
We have applied the strategy to small and medium size cadiestiCurrently, the strategy is applied in a
European project called Protocure to verify medical gumgsl which can be seen as yet another form of
concurrent systeni [14]. Overall, we believe that the sirateas the potential to make interactive proofs
in (linear) temporal logic in general more intuitive and@ugtic.
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