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Abstract— Infineon equipped their TriCore 2 microcontroller The TriCore 2 is binary compatible to its predecessor, but
with multithreading capabilities. As memory protection tech- provides a second hardware thread slot, which can be used

niques are getting more important, it also implements a range- 1 yigge long instruction fetch latencies [11]. Currently, the
based memory protection system. Based on the multithreading Tric 5 hitect is i d P C
capability a helper thread can run in a thread slot in separation ncore £ architecture Is licenced as an ore.

from the real-time application thread to support embedded oper- . . .
ating systems like OSEK or AUTOSAR OS used in automotive A. TriCore 2 Multithreading

systems. We show that our concept can save more than 70% The Infineon TriCore 2 features two hardware threads, TO
of task switching time by pre-loading the memory protection 5.4 T1 [5]. Generally, a program is executed in TO. When the

registers for the application that is predicted to be scheduled . ~ .~ % . . .
next. Also, we propose modifications to the TriCore 2 architecture pipeline impends to stall due to long instruction fetch latencies,

that would support our concept. execution can be transferred to the second thread T1. This
thread usually is executed from fast on-chip scratchpad RAM.
I. INTRODUCTION It is also possible to have TO and T1 running alternately by

A ltithreaded 141 is ch terized b thsetting for each thread a number of clock cycles it should run.
+ multithreaded  processor [ ] IS characterized by Elthough, there are some restrictions to T1. Interrupt service
ability to execute instructions of different threads within th

eli imult v, Th texts of t ?equests will always be served by TO. Furthermore, T1 is only
processor pipetine simuftaneously. 1he contexts of o Qi yveq to run with interrupts enabled. Disabling interrupts

more threads of control are stored in separate on-chip hardwgﬁ?omatically transfers execution to TO

thread slots each including its own register set, instructionAS can be seen from these restrictio.ns the two threads of
pointer, and processor status regi;ters. Multithreading Withtiﬁ]e TriCore 2 are not fully equal. Applicati’ons running in T1
one processor can be used to hide memory latencies (%I% restricted to threads that need not to disable interrupts.

from instruction fetching or data loading) of one thread Wh"%xamples are the "untrusted” applications in AUTOSAR [1].

executing another thread. Typically, application threads ke other use for T1 would be as helper thread that supports

loaded into the hardware thread slots. Another appl'cat'%nrunning application or operating system, as proposed in the

domain for this kind of_thr_eads are_helper threads_tha_t "Wext section. The TriCore 2 scheduler ensures that the real-
separated from an application and support the appllcatlont%

. . behaviour of the application thread in TO is not disturbed
a running operating system. Such helper threads are propo%ﬁfhe execution of a helper thread in T1
for tasks like branch prediction [2], prediction of accesse ’

memory addresses [3], [9], [16], exception handling [8], [158. Memory Protection

and accelerated execution of loops [10]. In the embedded Jav.
microcontroller Komodo helper threads are also used for tg
garbage collection of hard real-time threads [13] and dyna

Rurrent automotive control units usually run several appli-
Stions. There need to be ways to ensure that an application
. ; M&nnot be harmed by other applications, i.e. to prevent other
preloading of software upgrades of running hard real't'rr!alepplica'[ions from manipulating their data or even code. This
threads [%2]' . i can happen due to programming errors, for example. Cur-
In section Il we present characteristics of the TriCore g 5 tomotive software specifications, like AUTOSAR or

architecture relevant for our work. In section Ill we develo'?’rotected OSEK [4] pick up this problem by claiming the

a helper thread concept to utilize the Tr_iCore 2's SECONGistence of some kind of hardware-based Memory Protection
thread and propose some changes to the TriCore 2 archltect%%tem (MPS)

Section IV concludes this paper. Usually one of two kinds of MPS are implemented in

current microcontrollers. Thpage-basedapproach allocates
memory in the form of equal-sized pages, e.g. 1kB. It is pos-

The Infineon TriCore architecture defines a 32-bit micraible, to have as many pages as desired for an applications. The
controller, which is mostly used for automotive applicationsnanagement of these pages is usually done by the Memory
It combines a RISC load/store architecture with a DSP-likdanagement Unit (MMU) or a special Memory Protection
Harvard memory architecture. Unit (MPU).
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The other technique is theange-basedapproach. Here, disturbed, but as it is induced from outside the processor, we
the CPU or MMU has some special registers, where memargnnot do anything about this case.
ranges are described by lower and upper bounds. There arBlow, ideally we have a helper thread running that predicts
usually separate sets for data and code memory, differingtire next application and loads all context data in advance into
the kind of access privileges (Read/Write/eXecute). the processor. Thus, at the point of scheduling the processor

The Infineon TriCore family offers a range-based memomyould only have to switch from one context set to another.
protection system (MPS) with two to four Memory ProtectioThis is not possible, because the processor contains only
Register (MPR) sets each for data and code memory [7] (de® sets of context data that both are in use already for the
Figure 1). application thread and for the helper thread. So this technique
would require a third set of context data.

However, we can speculatively determine the next task to
be scheduled and pre-load its Memory Protection Registers.
Here we assume a minimum of two MPR sets from which

| Memory Protection Register Set 3 (PSW.PRS=11b)
I Memory Protection Register Set 2 (PSW.PRS=10b)

| Memory Protection Register Set 1 (PSW.PRS=01b) only one can be active at a time. So the other one could be
Momeory fiojection Reafiarcet 8 o a=l used for the pre-loading of memory protection registers.

Data Memory Profection Set 0| | Codte Mernory Profection Set 0 All calls to operating system functions will be done using
thesyscall trap that transfers the execution into a privileged
mode. The operating system itself will then have full access
I to all memory areas. Thereby we assume the OS is correctly
T implemented. Thus, we would get by with the two available

I register sets.

Although, there is one drawback to our concept. As men-
Memory Protection Register Sets of the TriCore architecture Uﬁ:snkeids ?et:‘(;\r/eea(fgj Iﬁligg%ezelgg:e(i tl\r:lg?jpsj IE( g\fNaP;J Sn ning
The real number of MPR sets depends on the implemen?e-e figure 1). This register is saved at eaall instruction _

Intp the context save area and restored at the corresponding

tion of the processor. Each register set is made up of SeVedurn Now, if a task is assigned another MPR set than it

range reglst_ers. Here again, Fhe humber of range reg|ste_r?}ésd before its last preemption, all these values in the task’s
implementation dependent. Figure 1 shows the range register

sets of the TriCore architecture, however, a TC1130 [ ntext save area need to be adjusted. The complexity of this

. . . eration depends linearly on the depth of the task’s current
TriCore processor implements only two of the possible fou . :

. . . call stack and would nullify our gained speed-up. Therefore,
MPR sets. Most other TriCore implementations share this .
. . . : we could not yet evaluate our concept on a real TriCore 2
configuration with four data memory protection ranges and
. ) rocessor.

two code memory protection ranges (as far as they implemen

a MPS at all). For the TriCore 2 architecture the afore sal®l Proposed Architectural Changes

also applies [5]. From the available MPR sets, at each timeT, gvercome these problems and make good use of the

exactly one can be active, while the others are not considerggeond hardware thread, we propose the following changes to
The active set is referenced in tlRRSW.PRSbits, as shown ine Tricore 2 architecture:

in Figure 1. If within one set there are overlapping ranges, the.
least restrictive access privileges are applied to the memory

Fig. 1.

Implementation of all four memory protection register
sets, and

access. « Split PSW.PRSinto a local bit PRSL) that is saved with
each context, and a global bRRSG that is not put into
the context save area.

Thus, we would have two sets of memory protection reg-
ister sets, where the globally active one is referenced by
Within an AUTOSAR OS implementation, each applicatiothe PSW.PRSGbit, and therein the actually active one is
is assigned its own Memory Protection Register Set. Duringferenced by th®SW.PRSLbit.
scheduling, the MPR set must be changed along with the apWith the additional MPR sets, we would also be able to
plication’s other context data. On a TC1130, the whole procgsmtect the operating system. Thus, risks through programming
of switching from one application to another (determining thieugs would be reduced.
next application and switching the context data) takes aboutFigure 2 shows how we intend to use the four MPR sets.
1400 clock cycles. Both sets withPSW.PRSI=0 will be used for the operating

As the software on such a node usually is statically cosystem, i.e. they contain the same values. Thus they could
figured, it is simple to determine the next application at eadfe mapped onto the same hardware registers. The other two
point of time. The only exception to this rule is the occurenceets are used for the application. Now, the helper thread can
of interrupts. Here the regular flow of execution may bpreload the register values in the currently inactive set, and

Ill. AHELPERTHREAD FOR THETRICORE 2
MICROCONTROLLER

A. Design



PSW.PSRL=0 PSW.PSRL=1 ‘

Code & Data Memory
Protection Register Set 0

Code & Data Memory

SERES Protection Register Set 1

Code & Data Memory
Protection Register Set 2

(O} \

Code & Data Memory
Protection Register Set 3

Application

PSW.PSRG=1

Fig. 2. Proposed organization of the Memory Protection Register Sets of ti%]
TriCore architecture 2]

at an application switch, only theSW.PRSit needs to be [3]
flipped, and the processor would automatically run with the
correct MPR set. [4]

C. Evaluation [5]
We did some measurements using a TC1130 to find o
what improvement would be possible. Here the complete
process of scheduling takes about 1400 clock cycles. Theredf]
determination of the task to be scheduled next amounts up
about 900 clock cycles. Nearly 300 cycles are needed for the
swapping of OS management data. Loading of the memog

protection registers amounts to 200 cycles. So if a help

thread predicts the next task correctly and already loads its
memory protection registers, 1100 cycles (78%) of the tot@P]
context switch time can be saved. For the remaining 300
cycles, we see no way for further improvements, as the daia

processed here directly depends on the program flow.
V. CONCLUSION [12]

We have presented a possible application for the Tricore 2’s
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