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ABSTRACT

The CAR-SoC project aims to develop an embedded hard-real-time system architecture, that is
controlled by autonomic computing principles. Several SoCs can be connected to build an au-
tonomic/organic network. The SoC is based on a multithreaded processor core with an interface
for reconfigurable hardware. The system software fulfills autonomic computing requirements by
implementing methods for self-configuration, self-healing, self-optimization and self-protection.
These management functions will be running as helper threads concurrent to the hard-real-time
application thread.
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1 Introduction

The paradigm of Autonomic Computing [Hor01, KC03] was introduced by IBM in 2001.
This idea focuses on the design of computing systems that behave more like organic enti-
ties. Thus they should autonomously adapt to new challenges, heal themselves after injuries,
and protect themselves against attacks. A similar concept was defined by the Organic Com-
puting Initative [OCI] as goals for the development of robust, flexible and highly adaptive
embedded systems.

Our solution is to fulfill the Autonomic and Organic Computing (AC/OC) and the hard-
real-time demands at hardware level by combining a multithreaded processor core with
appropriate hardware scheduling within a SoC [UMUO5]. These Connective Autonomic Real-
time SoC (CAR-S0C) will be able, to dynamically form a network of several SoCs. The nodes
will have Autonomic Managers running as helper threads, without influencing the real-time
behavior of concurrent real-time threads.

'E-mail: {kluge,mische,uhrig,ungerer}@informatik.uni-augsburg.de



—————— Yy e

Distributed Application

O e Globol """" clobal | [ clobal | [ AutRent- )y [ ) 1o
O: > Monitorin AC/OC Resource fication AP| : 'O
= : fioring Manager Manager Manager P2
9 ‘ 0
Sy o B
= : i i e
s P[ Real-fime Middleware Kermel I S

RNON P AR AR AR | I R 0]
= : Loool Loco\ =

g% g : - Mér?i?ciiln AC/OC Resource Security Commum : : qE> :g
= : 9] | Manager Monoger Manager cation |1 [ %@

> 0 e : : 20

D A e ? ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, : LD Ah
g CAR-SoC- Chlp %
% Reconfigurable Multithreaded Hardware Thread [Reﬁomﬁurolble] %
o1 Coprocessor Processor Core Scheduling eriphera e
< \ Hardware z
¢4 | (e}
o 7,
& ¥ e
OIS CAR-SoC-Node O <

Figure 1: CAR-SoC project layers

2 Project Overview

Figure |1/ shows an overview of the CAR-SoC project. The top layer of a CAR-SoC system
consists of a distributed application which is based on a real-time middleware. Within each
node, the local system software is executed on a multithreaded processor core with inte-
grated real-time scheduling. The system software as well as the middleware support the
autonomic/organic principles with the help of integrated closed-loop controls. While the
system software provides a loop on the local, node-wide level, the middleware provides one
on the global, system-wide level. Both loops consist of a monitoring function, an autonomic
manager as control element, and a resource manager as actor.

3 Hardware

The processor core, called CarCore is based on Infineon’s TriCore microcontroller, extended
by simultaneous multithreading capabilities. It contains two pipelines, one for integer data
and one for address calculation. The scheduler tries to fill both pipelines with instructions
from the same thread, but if this is not possible, both pipelines can execute instructions from
different threads. Currently only fixed priority and round robin scheduling is available, but
adopting the Guaranteed Percentage scheduling developed in the Komodo project [KSP*00]
will allow several threads to meet hard-real-time constraints.

The CarCore contains an interface to a Reconfigurable Unit, that allows to speed up time
critical calculations. When one thread switches its execution to the reconfigurable unit, the
other threads can exclusivley use the CarCore pipeline, until the first thread switches back.
This may lead to conflicts between the core and the reconfigurable unit, as both access mem-
ory simultaneously in a real-time capable way. To support hard-real-time execution in both
parts, the reconfigurable unit cannot access memory directly, but it has to get an acknowl-
edgement from the thread scheduler [UMKUOQ6]. The realized technique leads to memory-
accesses of the pipeline and the reconfigurable unit in an interlocked fashion.
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Figure 2: An overview of the CAR-SoC System Software

4 System Software

The system software pursues several goals. It must provide basic memory management and
thread management such that hard-real-time is possible, even with several threads running.
AC/OC support will be implemented, and also an extensive hardware monitoring. At last,
it will provide a suitable interface to the AC/OC middleware.

We implemented the system software following the micro kernel paradigms. This mi-
cro kernel consists of three layers, as shown in figure 2 In the lowest layer, we provide
fundamental accessors and hardware wrappers. The medium layer contains some more so-
phisticated structures for the thread management. The third layer provides support for the
AC/OC principles.

The memory management is divided into two stages: A Node Memory Management in the
first layer allocates big blocks of memory for each thread. The allocation of data memory for
a running task is done in the second layer by the Thread Memory Management for each thread
separately. Thus we achieve a non-blocking, realtime-capable memory management in the
second layer, requiring that enough memory is reserved at thread creation. The first stage
of memory allocation will always be blocking, as we work in a multithreaded environment.
This is not that bad, as this allocation usually will only be called at thread creation, which
itself is not a realtime capable operation.

The System Interface mostly provides functions for accessing special memory and pro-
cessor registers. The displayed scheduling unit is also used by the synchronization unit for
suspending and waking up threads. A Trap Handler catches exceptions that occur during
regular program run.

The Thread Management is built upon the system interface and provides all functions nec-
essary for creating, starting, suspending and resuming threads. A two-phase thread creation
is utilized by the Dynamic Linker. This makes it possible to migrate code at runtime from one
node to another. It also provides a more sophisticated mechanism for thread creation. Fur-
thermore, there is a Resource and Driver Manager. This module provides a uniform interface
for all available hardware resources. At boot time, it configures itself by loading the appro-
priate hardware drivers.

Finally, the Autonomic Manager is designed to monitor system parameters, and, if limits
are exceeded, to initiate counteractive actions autonomously. The monitoring process is done
by lots of small independent modules, each of which is to monitor only one parameter. The
Autonomic Manager is running as a helper thread on the CAR-SoC. As control-mechanism
we developed a Classifier System as proposed in [Hol71] enhanced by an adaptive parameter
set. Currently we are working on several metrics suitable as decision criterions.



5 State of the Project and Future Work

The CarCore processor is designed and realized as SystemC model and the basic functions
of the system software are implemented in C and assembler.

The main focus in the hardware layer lies on the enhancement of the scheduling. The
guaranteed percentage algorithm will be extended to deal with several parallel pipelines
and to control the reconfigurable unit, without violating hard-real-time constraints or block-
ing each other. Additionally, the scheduler will be able to handle a large amount of threads
(hardware thread slots as well as software threads).

On the software part, our classifier system will be extended. Some more decision met-
rics must be developed and analyzed. We also want to equip the Autonomic Manager with
learning functions. For the final implementation into the CAR-SoC system software, several
optimizations have to be done. When these parts are finished, the real-time behavior of the
complete system will be evaluated.
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